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The Multimodal Information Sharing 
Team  (MIST) engages with govern-
ment agencies and private sector ship-
ping to improve the sharing of threat 
information. MIST examines the shar-
ing of threat information in local com-
munities through a series of research 
activities and events held at individual 
ports across the United States. In re-
sponse to initial findings showing the 
inter-dependence of the maritime, land, 
and air domains, MIST expanded their 
focus and changed their name in 2011 
to include a wider representation of the 
supply chain.  The new Multimodal 
Information Sharing Team focuses on 
engaging stakeholders across the ship-
ping industry, including stakeholders 
from seaports, airports, trucking, rail 
and pipelines. Our goals are to: 
‣Create a structure for collaborative 
problem solving 
‣Capture best practices in  collabora-
tion & information sharing 
‣Convey unique local issues to na-
tional policy makers 
 
MIST is centered at the Naval Post-
graduate School (NPS) and was estab-
lished in the fall of 2008. MIST works 
in collaboration with: 
§ DOT-MARAD  
§ GMAII  
§ NMCO 
§ ISE 
§ DHS-USCG, CBP, TSA  
§ FBI/DOJ 
§ DoD-MDA EA, DON & ASD-HD 
Complete reports are available upon request 
from amsalem@nps.edu 
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‣ Create private sector distribution lists for fusion centers 
‣ Coordinate existing information systems 
‣ Open the MIC list serve to other domains 
‣ Distribute contact information 
‣ Address the process for stripping classified information 
‣ Investigate NEDRIX as an information tool 
‣ Increase private/public interaction  
‣ Share situational reports 
‣ Increase use of National Infrastructure Protection Plan (NIPP) 
 
‣ Increase relationship building across transportation modes 





Motivations energize human behavior 
and should be addressed when planning 
for the sharing of threat information. 
Similar to other ports MIST has visited, 
Boston participants stressed operational 
and financial incentives for information 
sharing. For the private sector, this 
means efficiency, resiliency, & legal 
compliance. These operational issues 
are closely tied to their strategic goals of 
customer service and safety. Finally, all 
participants are motivated by personal 
drivers such as working for the com-
mon good and developing strong, trust-
ed relationships. These motivations 
should help drive federal strategic 
communication plans. 
Collaborative capacity is the capability 
of organizations to build the institution-
al mechanisms that support collabora-
tion.  Collaboration requires deliberate 
leadership attention in five domains:  
strategy & purpose, structure, lateral 
mechanisms, reward systems, and peo-
ple. Boston participants do recognize 
the importance of collaboration but feel 
that they need more guidance and better 
synchronization of policies. Limitations 
to collaboration include inadequate 
resources and structures, reduced par-
ticipation of the private sector in train-
ing and planning, and the lack of organ-
izational incentives. Participants also 
acknowledged the importance      xxx 
2
 
of maintaining strong intergroup sup-
port and including a cost/benefit anal-
ysis when designing information poli-
cies. Organizations need to rely on 
more than the good will of stakehold-
ers to achieve collaborative outcomes 
and this requires stronger leadership 
support from local and federal agen-
cies. 
Threat information needs to be readi-
ly accessible and relevant. Boston and 
other participants want easier access 
and information that is more useful, 
desirable, and easy to use.  These three 
requirements are consistent across all 
ports to date and should be addressed 
through the application of an iterative, 
user-centered design process for IT 
systems. 
Local models for information sharing 
can help other ports learn best practic-
es. Boston participants considered 
face-to-face meetings an important 
mechanism. The top meetings include 
the daily Massport meetings, the week-
ly maritime security meetings, and the 
weekly port operator group meetings. 
DHS is also considered an important 
element in information sharing. 
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Introduction 
 
MIST supports an “All of Nation” approach to national security 
The Multimodal Information Sharing Team (MIST) engages with government agencies and private sector 
shipping entities to improve the sharing of threat information. MIST is an interagency effort that has received 
support from the Departments of Transportation, Defense, Homeland Security, and the Director of National 
Intelligence. MIST is foremost a process. It examines the sharing of threat information in local communities 
through a series of research activities and events held at individual ports across the United States. In response 
to initial findings showing the interdependence of the maritime, land, and air domains, MIST expanded from 
their  original focus on the maritime domain and changed their name in 2011 to include a wider representa-
tion of the supply chain.  The new Multimodal Information Sharing Team focuses on engaging public and 
private stakeholders across the shipping industry from seaports, airports, trucking, rail and pipelines.  
 
To date, MIST has held five events throughout the U.S. at the ports of Los Angeles/Long Beach, the Puget 
Sound, Honolulu, the Delaware Bay, and Boston. Earlier findings show that industry-government infor-
mation sharing is improved by addressing issues with interagency and industry collaboration, increasing cul-
tural awareness, improving two-way communication, and aligning financial and non-monetary incentives with 
industry motivations. In addition, MIST has surfaced a number of best practices. These practices include the 
U.S. Customs Trade Partnership Against Terrorism (C-TPAT) program, the use of Facility Security Officer 
(FSO) subcommittees in Area Maritime Security Committees (AMSC), the expansion of industry run educa-
tion programs for government employees, and the inclusion of industry in emergency preparedness activities 
and interagency operation centers (IOCs) in port environments throughout the nation.  
 
Each MIST process builds upon lessons learned from earlier activities, and invites participants to submit in-
put on the design of local events.  The Boston workshop, building on earlier findings, focused on identifying 
gaps and best practices in local information sharing, surfacing industry motivations for sharing threat infor-
mation, and exploring the collaborative capacity of regional stakeholders.  
 
The fifth MIST workshop was held in Boston, Massachusetts on September 15-16, 2011.   
Massport operates both air and maritime facilities 
The Port of Boston is operated by the Massachusetts Port Authority (Massport) which is a self-sustaining 
public authority whose transportation facilities generate more than 
$8 billion annually. Massport owns and operates Boston Logan 
Airport, Conley Terminal, Cruiseport Boston, Boston Autoport, 
and roughly 500 acres of property in nearby Charlestown, East 
Boston and South Boston (the Designated Port Area (DPA.) The 
seaport handles nearly 1.5 million metric tons of cargo each year. 
Conley terminal services nearly 800 containers on an average day 
and the autoport handles up to 70,000 cars per year. Boston is a 
popular port-of-call, and several major cruise lines serve Mass-
port’s Cruiseport. Boston airports include Logan International, 
Hanscom Field, and Worcester Regional. Operated by Massport, 
Logan International Airport generates over $7 billion in economic 
activity and is the major airport for all of New England. Over forty 
airlines service Boston Logan, with some offering direct cargo ser-
The Berge Boston, a liquefied natural 
gas tanker under the flight path of Lo-
gan International Airport. (David L. 
Ryan/ Boston Globe Staff) 
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vice to key cities in Europe, Canada, and Asia. Overall, Boston Logan ranks eleventh in the value of exports 
and imports handled1   
Top imports include beer and wine, frozen seafood, furniture, footwear, and toys. Top exports consist of 
wastepaper, scrap metal, autos, skins, hides, and lumber.  The port handles 15 million metric tons of petrole-
um, natural gas, gypsum, and salt annually and these cargoes are in close proximity to the city center, bridges, 
and large populations.  
 
Driving through the area, it’s evident that Boston is a relatively small port in size. Dock facilities, the airport, 
hazardous cargo and important transportation infrastructures are within blocks of each other. When you ar-
rive in Boston, you can cross into the suburbs 
of East Boston at one of the first exits from 
the airport. Going past a major bridge that 
would take you into downtown Boston, you 
can see a number of highly combustible Liquid 
Natural Gas (LNG) storage areas. Just past 
these lies a smoking pile of steel scrap metal 
waiting to be loaded for export. As you con-
tinue down the block, you can almost see the 
beginning of a petroleum pipeline when a main 
electrical substation blocks your view.  All of 
these import and export products are within 
blocks of each other and are served by trucking and rail transport companies. 
An intermodal approach to safety and security is required 
The description above of the landscape around port of Boston clearly demonstrates the intermodal safety and 
security concerns. And as the volume of commerce continues to increase under the pressure of globalization, 
information sharing between intermodal stakeholders is becoming more essential to homeland and global 
security.2 Recent testimony to the US Congress points out the importance of including local information:  
“The threat of homegrown violent extremism fundamentally changes who is most often in the best posi-
tion to spot terrorist activity, investigate, and respond. More and more, state, local, and tribal front-line 
law enforcement officers are most likely to notice the first signs of terrorist activity. This has profound 
implications for how we go about securing our country against the terrorist threat, and requires a new 
kind of security architecture that complements the structure we have already built….”3 
Considering that as much as eighty-five percent of the intermodal transportation infrastructure in the United 
States is owned by the private sector4, it is also imperative that efforts be made to improve collaboration be-
tween local government and the private sector. 
 
When we look at the transportation landscape, we find that the U.S intermodal network, which moves mil-
lions of passengers and significant volumes of essential goods each year, is a vast and open network involving 
stakeholders across all levels of government and industry. 5 In May 2007 the Transportation Security Admin-
istration (TSA) released the Transportation Systems Sector-Specific Plan (TSSP), and defined the six primary 
national transportation modes: aviation, maritime, mass transit highway, freight rail, and pipeline.6 Although 
                                                      
 
1 MOITI, 2011 
2 GAO Report: 10-435R, 2010 
3 Testimony of Secretary Janet Napolitano Before the United States House of Representatives Committee on Homeland Security, ‘Understanding the 
Homeland Threat Landscape – Considerations for the 112th Congress’ on February 9, 2011 at the Cannon House Office Building. 
4 TSA TSSP, 2007 
5 TSA TSSP, 2007  
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these modes operate independently, they are highly interdependent based on what is needed to move re-
sources.  
 
Disruptions to the U.S. intermodal transportation system could have significant ramifications for national and 
global security and economic well-being. Potential disruptions to the transportation system sector include 
natural disasters, accidents, and terrorist attacks. Recent events demonstrate the significance of intermodal 
information sharing: in New York and Washington, DC, on September 11, 2001, and more recently in Lon-
don, Madrid, and Mumbai, intermodal transportation was used as part of a terrorist attack.7 The vastness of 
the intermodal transportation network—18 industry sectors, six transport modes, and 4 million miles of 
road—present enormous cultural, technological and operational chal-
lenges to information sharing.8 As a result of this complexity, intermod-
al information sharing efforts have been varied in their approach and 
their breadth of involvement.  A recent GAO report concluded that 
although several federal level agencies are supporting the establishment 
of intermodal information sharing entities, these efforts continue to face 
operational and management challenges.9 
 
Several intermodal efforts have demonstrated a history of success and a 
potential for continued improvement. One example of successful in-
termodal information sharing is the preparation, response, and recovery 
of Critical Infrastructure and Key Resource (CI/KR) sectors after the 
Midwest flooding and Gulf Coast hurricanes of 2008.10 Another example is the TSA’s Visible Intermodal 
Prevention and Response (VIPR) security teams.11 These teams serve as a kind of force multiplier for transit 
agency security efforts. They enhance security resources during special events and are often deployed at mass 
transit locations.12  In December of 2005, VIPR teams were deployed over fifty times.13  
 
Another example of an intermodal effort is the Suspicious Activity Reporting (SAR) initiative.  In this nation-
al information-sharing partnership the Department of Justice (DOJ) and DHS work to identify suspicious 
behaviors associated with new and evolving threats. The SAR’s goal is to establish a unified approach at all 
levels of government to gather, document, process, analyze, and most importantly share information about 
terrorism-related suspicious activities. An initial collaborative effort involving Amtrak was one of the first 
steps toward implementing this level of information sharing with regional railways, freight rail carriers and 
other mass transit agencies. More recently, as part of the SAR initiative, DHS rolled out the “See Something, 
Say Something” public awareness campaign. This program is designed to publicize the indicators of potential 
terrorism and to encourage citizens to report suspicious activity. Because of the importance of the intermodal 
transportation network in port security, MIST broadened its focus in 2011 to include multimodal participa-
tion in MIST events. 
                                                      
 
7 TSA TSSP, 2007 
8 18 Industry Sectors: Agriculture and food, banking and finance, chemical, commercial facilities, communications, critical manufacturing, dams, defense industrial base, emergency services, energy, government facilities, information technolo-
gy, national monuments and icons, nuclear, postal and shipping, public health and healthcare, transportation, and water (GAO, 2010) 
9 GAO-10-435R, 2010 
10 Hughes, 2009 
11 VIPR teams consist of a combination of Surface Transportation Security Inspection agents, Federal Air Marshals, explosive-detection canine teams, Aviation Security Inspectors, and Transportation Security Officers (TSA, August 2007) 
12 VIPR deployment locations include the Massachusetts Bay Transportation Authority (MBTA) system in Boston, at Amtrak facilities in Boston, upstate New York, Philadelphia and Washington DC, and at the Niagara Frontier Transporta-
tion Authority and Amtrak facilities in Buffalo, New York (TSA, August 2007) 
13 GAO, 2010 
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When studying port security, one of the first things you hear is that ‘When you’ve seen one port, you’ve seen 
one port.’ To some extent this is exactly what we have found so far with our MIST efforts. As we’ve looked 
at several different ports across the United States, we’ve seen a variety of port configurations, variances in 
types of cargo, differences in the roles of key agencies, and varying degrees of collaboration and information 
sharing. And, when adding in multimodal partners from air, trucking, rail, and pipeline, we find the complexi-
ty grows with each mode having its own business structures and patterns of work. We believe that this high 
degree of variability calls for more direct outreach to the private sector.  Previous efforts that were targeted at 
increasing our understanding of private sector needs should be expanded to include a more active role for the 
private sector in identifying and implementing information sharing improvements. Each port has its own 
combination of factors that make that port unique; and understanding these factors is necessary to identify 
the local cultural and organizational influences impacting collaboration. Increased private sector participation 
can also be utilized to help synthesize diverse requirements for the development of local and national policies, 
procedures, and technologies. 
 
Despite the variability of contexts and unique combination of factors involved with port security, MIST be-
lieves certain trends are surfacing across ports. In the detailed findings section, we report on the motivations, 
collaborative capacity, and information needs of the local Boston port community. Comparing the ports of 
Boston to our other MIST sites (Los Angeles/Long Beach, Puget Sound, Honolulu, Delaware Bay) we find 
that Boston, though unique in the prevalence of certain issues and cultural factors, has in common many of 
the same information sharing issues as other ports.  
Common motivations can help drive outreach efforts 
MIST focuses on private sector motivations because motivations are what energize human behavior.14 In the 
call for increasing private sector participation in information sharing, energizing the private sector means 
aligning your outreach efforts with your stakeholders’ needs. For the private sector, this means that any policy 
or process must first of all be assessed in terms of its impact on a company’s operations and finances. This is 
the top concern of industry across all ports that MIST has explored. For Boston, the operational concerns are 
focused on maintaining efficient operations, being resilient in the face of an emergency, and staying in com-
pliance. At the end of the day, what is most important to the private sector in Boston (and at other sites) is 
seeing sufficient operational benefits compared to the cost of enacting information sharing practices.  For air 
cargo, staying in compliance with regulations and avoiding litigation is especially important.  For the private 
                                                      
 
14 Kerr,	  Steven.	  1979 
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sector in Boston, the focus on the bottom line is closely tied to their strategic direction. Strategically, the pri-
vate sector in Boston (and elsewhere) is focused on maintaining a good reputation through customer service 
and safety. Not all federal partners however, recognized the importance of facilitating commerce. Only the 
USCG explicitly aligned themselves with this strategic goal. 
 
Personal motivations for sharing threat information centered on social and ideological factors. “Doing what is 
right” and working for the “common good” are often the only reasons private sector individuals join in the 
efforts for information sharing. The need for trusted, enduring personal and community connections is often 
the primary motivation for attending the workshops and participating in ongoing information sharing efforts. 
Interestingly, in Boston this sense of community did not extend com-
pletely to the mixing of transportation modes. About half of the partici-
pants felt that the separate communities had unique needs for infor-
mation and that a multimodal form of sharing might not be time effec-
tive. 
 
In summary, the motivational factors that surfaced during the workshop 
were consistent across all ports visited to date. Participants consistently 
want information that will help them improve their operational decision-
making and emphasize the importance of building trust with local com-
munities. The knowledge of these common motivations can be used by agencies to help structure their strate-
gic communication efforts and build buy-in for new policies, processes, and technologies.  Strategic commu-
nication as defined by the Department of Defense is “the process of integrating issues of audience and stake-
holder perception into policy-making, planning, and operations at every level.”15  By including stakeholder 
perceptions early, the risk of failed policies is reduced because you can identify resistances and misalignments 
before the enacting of new technologies, policies, and procedures. For instance, in multimodal information 
sharing, new security policies can be pre-evaluated in terms of the impact on the free flow of commerce and 
the integration into existing industry processes. Or, stakeholders’ drive to build community could be lever-
aged to increase the participation of industry in the planning and design of exercises and information sharing 
systems. Finally, taking into account the desires and resistances of industry can help agencies develop effective 
messaging and advertising campaigns for information sharing.   
Recommendations 
§ A central agency should research and develop stakeholder profiles for multimodal safety & security 
§ Individual agencies should develop and implement coordinated strategic communication plans 
 
Increasing collaborative capacity can result in more information sharing  
In all of the sites visited by MIST, issues with collaboration and the coordination of federal agencies have 
surfaced. These issues include poorly coordinated systems, conflicting and burdensome policies, poor inter-
agency communication, and poor communication with the private sector. In Boston, we used a new model 
for understanding the dynamics of these collaboration challenges. The five-dimensional model of collabora-
tion used to structure part of the Boston workshop is based on research done by one of the authors with col-
leagues from the Naval Postgraduate School.16  The premise of their work is that building the institutional 
mechanisms that support collaboration requires deliberate leadership attention in all five domains of the 
model:  strategy and purpose, structure, lateral mechanisms, reward systems, and people.  While only an ab-
breviated version of the survey for diagnosing collaborative capabilities17 was used for the workshop (see Fig-
ure 5), the results are relevant in Boston and supported by findings in other collaboration contexts.   
 
                                                      
 
15 Department of  Defense Report on Strategic Communication, December 2009  
16 Hocevar, Jansen, and Thomas, 2011 
17 Jansen, Hocevar, Rendon, and Thomas, 2008 
“Maximizing our re-
sources, and increas-
ing reliability and cer-
tainty are key to our 
decision-making.” 
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First, there was strong recognition among the workshop participants of the purpose and value of collabora-
tion for ensuring port security and related commercial viability in the Port of Boston.  This acknowledged 
“strategic necessity” is the foundation for successful collaboration and has been recognized as key in other 
MIST events.  However, in Boston, there was not consensus on exactly what that collaboration should look 
like.  During the workshop, we looked at two strategic limitations to collaboration: clear goals and adequate 
resources. Clear goals for collaboration occur at both the organization level and at the inter-organizational 
network level.  Without clear goals, there is a justified hesitancy to invest in collaborations.  The multiple 
stakeholder groups from the Port of Boston discussed to what extent those goals should be determined local-
ly or come from higher level mandates. Many participants felt that they wanted guidance from higher authori-
ties regarding goals and expectations for collaboration and that these requirements should be synchronized.  
When not synchronized, the duplication of information demands from higher level authorities is costly to 
local organizations in time and resources, especially when addressing multi-modal and multi-sector infor-
mation concerns.  
 
Resources are the second strategic or purpose factor that we examined. A consistent finding in the collabora-
tive capacity research is that the adequacy of resources is seen to lag the strategic requirements, and the same 
was true in Boston. Participants, ranked adequate resources second to last in their list of capabilities (see Fig-
ure 5).  In addition, the discussion identified an important related challenge.  There are sometimes explicit 
prohibitions in expending public resources on activities that would involve private sector.  These policy barri-
ers need to be explicitly identified, and where appropriate, modifications need to be made to allow participa-
tion of private sector organizations in training or planning events related to information sharing and security. 
 
Beyond the strategic domain of collaborative capacity, there are additional issues and recommendations from 
the workshop results.  From a structural perspective, collaboration can be improved by establishing processes 
(e.g., information sharing policies) and mechanisms (e.g., routine meetings, task forces, liaison roles).  At the 
same time however, establishing structures and processes that address the complex set of interests of multi-
modal and multi-sector stakeholders is very costly and needs to 
be justified in terms of benefits to those stakeholders.  If ade-
quate investment in institutionalizing collaboration through 
comprehensive structures and processes is not made, then the 
local community’s capacity to prevent and respond to disasters 
may be reduced. At the same time, there are demands on each 
organization or agency to be efficient.  “Time is money” was 
heard more than once at the workshop. The tensions between 
need and cost of collaboration mechanisms are evident in the survey results (see Figure 5.)  These results 
show a wide disparity in assessment of current collaboration structures with 5 participants agreeing they are 
adequate (giving a rating of 5 or 6) and 5 others strongly disagreeing about adequacy (giving a rating of 1 or 
2), with the remainder of participants somewhat neutral (rating 3 or 4). The cost/benefit balance of institu-
tionalizing collaboration is a necessary determination in this planning process and this assessment will be 
unique to each stakeholder organization.   
  
The third factor that we examined, lateral mechanisms for collaboration, includes both soft factors like social 
capital (knowing, respecting, and trusting counterparts in other organizations) and hard factors (technical in-
teroperability or integrated information systems).  In terms of social capital, it was clear at the workshop that 
some of the participants knew each other well.  But this was less true across transportation modalities (air, 
sea, ground.) In particular, the perspective of the trucking community was new to many participants and the 
value of bringing together representatives for face-to-face discussion (building social capital) was a recognized 
benefit of the workshop.  But other, more durable mechanisms for strengthening interpersonal relationships 
need to be explored.  For instance, joint training events could be  combined with after action reviews to iden-
tify both successes and necessary improvements. The technical aspects of information sharing were a signifi-
cant focus of the workshop and have been reported in detail in the body of the report.  The main point to 
emphasize here is that the value of an integrated system is recognized, along with the challenges to achieving 
that integration (e.g., classification, information overload, lack of central authority for such a system, inter-
“The group (meetings) are 
good because anytime you 
put people face-to-face you 
get more out of it.” 
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modally, access, push vs. pull.)  All of these factors need to be addressed to strengthen existing local collabo-
ration efforts. 
 
Incentives, or individual rewards for collaborative efforts, was the lowest rated factor in collaboration.  In 
fact, all but two participants disagreed to some extent (rating 1, 2 or 3) that their organization’s reward system 
is adequate in regard to collaboration (see Figure 5.)  This is a common finding in our assessments of collabo-
rative capacity in other contexts.  Organizations rely on the good will and normative motivation of personnel 
(“I do this because I know it’s important”) to achieve collaborative outcomes.  The formal reward system 
“lags” in terms of acknowledging collaborative activities as a legitimate part of some employees’ work. But we 
know from decades of research on motivation, that if this work is seen as unrewarded, “additional duty” 
work, the commitment and time investment of personnel will wane.  For these desired behaviors to be en-
forced is dependent upon the extent to which organizations acknowledge collaboration is important and inte-
grate it into performance appraisals and reward systems. 
 
One additional survey question asked whether a history of competition and conflict affects collaboration 
across stakeholders in the Port of Boston. Most participants acknowledged that this is a factor hindering col-
laboration.  At the same time, one of the participants noted that 
“When the ‘you know what’ hits the fan, everyone puts the poli-
tics and competition aside and it all works out.”  This is a com-
mon experience, that in a crisis situation, organizational and bu-
reaucratic barriers are reduced in order to better meet the collab-
orative requirements of the situation.  It was this seeming con-
tradiction that first motivated our work on building collaborative 
capacity.18  Why should those barriers exist in the critically im-
portant planning and preparation phase?  What can we learn 
from effective collaboration in crisis in order to build appropriate 
institutional mechanisms to support collaboration that can miti-
gate risk rather than just respond to crisis?  This workshop pro-
vided an opportunity for stakeholder organizations in the Port of 
Boston to come together to discuss some of these issues.  But, more work will be required in order to more 
fully capitalize on the insights and action ideas generated at this meeting.  
 
In summary, the issues surrounding collaboration that surfaced during the Boston MIST workshop support 
our earlier findings at other ports. Private sector participants want to collaborate and share information but a 
number of barriers inhibit that collaboration. In earlier reports we have called for a stronger focus on the cul-
tural, social, and organizational factors that impact information sharing and for a more structured approach to 
supporting local communities in their efforts at building collaboration. Our recent work in collaborative ca-
pacity can help focus attention on the underlying organizational factors by supplying a framework for analyz-
ing capacity. In addition, we see a need for taking a more network centric approach to information sharing 
that includes support for local community building.19 One way that the federal government can support in-
formation sharing is by supporting the creation of local Communities of Practice (COP’s.) COPs are groups 
of people who share a concern about a topic and come together to deepen their knowledge of that topic.20  
Best practices in COPs tell us that in order for a community to thrive, there needs to be strong executive 
support. Federal agencies can assist in the creation of strong communities of practice in information sharing 
by providing personnel and resources for that executive support. There are three areas in particular that can 
help sustain these efforts: 1. creating dedicated community coordinators, 2. providing strong executive spon-
                                                      
 
18 Hocevar, Thomas, and Jansen, 2006 
19 Salem, Walsh and Dougherty, 2008 
20 Wenger, McDermott, and Snyder, 2003  
“We have to understand dif-
ferent sectors’ needs relat-
ed to information sharing 
and what’s important to 
them.  But we don’t have 
the resources to do that 
now… and we don’t have a 
process...” 
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sorship, and 3. making sure there is a reliable support team in place.21 Based on our findings, this executive 
support should come from a minimally or non-regulatory agency.  
 
Recommendations 
§ Analyze the collaboration needs of local ports using the Collaborative Capacity Model 
§ Provide material support and guidance for building local supporting mechanisms for information shar-
ing ( e.g., communities of practice) 
 
Including industry in system design improves the quality of information 
The core of the MIST mission is to gather data relevant to the sharing of threat information. This focus on 
information has led us to conduct a variety of activities geared toward understanding the requirements for an 
effective information sharing system. In past MIST events we have tested information technology systems 
(e.g., MarView and HomePort) and examined more informal processes such as face-to-face meetings and list 
serves. In Boston, and two other ports, we invited participants to think to the future and design the “perfect” 
information system. The findings on what makes an effective information system are consistent across the 
ports and with best practices in information design theory. As we look at how our participants across the 
ports describe their requirements for a good information system, we find that three key factors 
emerge−perceived usefulness, desirability, and ease of use. 
 
Usefulness, or the degree to which a product is effective at 
delivering desired outcomes, is always a top requirement for MIST 
participants. For information to be useful, it needs to be relevant, 
actionable, and support communication between partners. In Bos-
ton, participants did not always know what information was most 
relevant to report. Industry wants to know specifically what kind of 
information the government wants to receive about possible 
threats and a consistent approach to disseminating information. 
For them, useful systems are responsive and allow for two-way 
communication. Participants, in order to best assign resources, also 
want to receive information that lets them know exactly what to do 
to prepare for and mitigate threats to directly support decision-
making regarding resource allocations. Finally, Boston participants 
called for more coordinated and well managed systems.  
 
Desirability, or the factors that impact a person’s willingness to try or purchase a system, is an important 
characteristic of information systems.  When getting buy-in and support for new ways of doing things, users 
must first have a desire to try the system. For participants in the MIST process, system desirability means that 
the system is trustworthy and modern and the information is timely and has wide application across domains 
and types of locales. In Boston, this meant delivering accurate information from a credible government 
source, assuring the security of proprietary information, and delivering timely information.  The two require-
ments, accuracy and timeliness, are often in tension with each other and participants expressed some reluc-
tance to compromise either one. A desirable system is also one that is modern and affordable. Boston partici-
pants want a system that uses current technologies, maximizes the use of live media, includes features for 
maintaining personal contact, and is affordable.  
 
Usability, the ease of use and learnability of an object, is a key feature for information sharing systems in 
every site that MIST has visited. Consistently, participants want systems that are easy to access and easy to 
                                                      
 
21 Wenger, McDermott, and Snyder, 2003  
“Where is the communica-
tion that if there’s an inci-
dent the trucking communi-
ty can get the information? 
All your tools like the fusion 
centers—I don’t even know 
what they are—wouldn’t get 
the word out to the trucking 
industry…” 
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use. In all of the MIST events, participants requested systems that were centralized, easy to access, were well 
organized, and easy to understand.  They want systems that push out the information in a variety of media 
(instead of having to go to a web site,) and allow them to customize the output. In Boston, participants em-
phasized the requirement for a central point of contact and information retrieval. Participants also made a 
specific request for less complicated and confusing information. 
 
In summary, across all MIST events, participants have expressed a need for higher quality information sys-
tems that allowed them to easily access and use information that is relevant to securing their operational envi-
ronment. Participants repeatedly noted that existing systems are difficult to access and use. The multiplicity of 
systems and duplication of efforts has not resulted in a system that participants feel is adequate. One way to 
address the challenge of designing a central information sharing system may be to revisit the requirements 
and process for designing these systems. The types of usability requirements that MIST has uncovered are 
not uncommon when designing information systems and there are well established processes for incorporat-
ing these non-functional requirements into the design of new systems.  Usability and its supporting process, 
user-centered design (UCD) offer a structured product development methodology that involves users itera-
tively throughout the design process with the goal of creating products that meet user needs. UCD, by taking 
into account an organization's objectives and user's needs, barriers, and preferences, can help system design-
ers create systems that are desirable, useful, and easy to use. 
 
Recommendations 
§ Conduct usability testing on existing information sharing systems based on MIST findings 
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Detailed Findings 
The goals of the MIST workshops are to identify key issues in information sharing and to engage participants 
in specific problem solving activities around issues important to local port security stakeholders.  To support 
this, MIST worked with participants to identify their motivations for sharing threat information, explore their 
capacity to collaborate, and understand their specific needs for information sharing. 
 
To ground participants in their most important challenges, we first asked the participants to identify their top 
security challenges by filling out a brief poll.  The poll showed that there is a discrepancy between the public 
and private sector’s view of the most important security challenges.   
Figure 1: Security Challenges shows that the private sector ranked access controls, trucking and rail connec-
tions, and cargo theft much higher than the public sector participants.  Public sector participants considered 
law enforcement capabilities, data management and passenger safety as of higher concern than their private 
sector counterparts. 22 
 
Figure 1: Security Challenges 
  
The participants also ranked how important it is to share information in support of these challenges. Partici-
pants mostly agreed that it is important to share threat information; however some participants felt that there 
are too many requests for information and that there is “way too much information out there.”   
                                                      
 
22 
The lower ranking for passenger safety by the privates sector was most likely due to the predominance of representatives from air, trucking, and rail cargo who did not handle passengers. 
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Motivations for sharing threat information 
Stakeholder motivations, both material and social, are important factors in the adoption of new processes, 
policies, and technologies to improve information sharing. Understanding what motivates people to partici-
pate in information sharing is important because this understanding can be used to better align federal poli-
cies and processes. First, we can use the motivations to help us align 
federal incentives with stakeholder interests. Second, stakeholder mo-
tivations can be used to create strategic communication plans that 
utilize underlying industry support and address possible resistances to 
sharing threat information. For this reason, the MIST team has con-
sistently explored private sector motivations to share information. As 
in our previous four workshops, we encouraged Boston participants 
to look at the benefits of information sharing from a broad perspec-
tive. To help expand their concept of benefits, we presented partici-
pants with a 360-degree value model for evaluating incentives (see 
Figure 2.) This model segments motivations into five areas—financial, 
operational, social, ideological, and strategic. These segments can be 
found across five organizational zones—individual, group, organiza-
tion-wide, enterprise-wide, and global. Using this model, we encour-
aged participants to more closely examine their motivations for shar-
ing information. 
 
In Boston, participants focused primarily on operational motivations related to their assets, customers, and 
business processes (See Figure 3.)  Of particular note is the fact that business resumption and customer ser-
vice are much higher motivations for sharing information for private than public sector participants, while 
decision making certainty had higher importance for the gov-
ernment agencies.  
 





Figure 2: Stakeholder Motivations 
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Operational	  motivations	  
“We (Air Cargo) are motivated through mandates and requirements.” 
Operational benefits are material rewards that increase the efficiency and effectiveness of the organization. 
Boston participants indicated that operational benefits were one of the most important motivators for partic-
ipating in information sharing activities.  Primary operational issues surrounded efficiency, resiliency, and 
compliance.  
Operations are tied to the need for efficiency, resiliency, and compliance 
First, private sector participants stated that anything that helps them better allocate resources, operate effi-
ciently, and have on-time performance is important; for industry, efficient operations are the factor in main-
taining competitive advantage.  Some federal level government participants did not immediately see the im-
portance of the desire for operationally focused information: “We’re not here to help them run their busi-
ness.”  The Coast Guard, however, was more in tune with the needs of industry, recognizing that their role in 
the supply chain is “to facilitate the speed of commerce.”   
 
Second, resiliency is an important factor in the competitive commercial environment. Information sharing 
that can assist commercial organizations in planning alternative vendors, routes or ports in the face of some 
disruption provides important resiliency in case of a disaster.  Boston participants, like many of our other lo-
cales, are motivated to share information if it helps them be more resilient in the long run. 
 
Third, safety  is seen as closely tied to operational effectiveness and was therefore a high priority for the pri-
vate sector. For air, avoiding plane crashes was obviously a top priority. In addition, most private sector par-
ticipants noted employee safety as critical to operational effectiveness. Both large and small companies across 
the domains have internal safety programs to support this operational goal. 
 
Finally, for air cargo in particular, operational benefits were closely tied to compliance: “Our ability to operate 
depends on our ability to meet standards.”  Because of the risk of regulatory reactions and the need to avoid 
lawsuits, air cargo participants had strong corporate processes and procedures for information sharing. When 
a safety or security issue arises, the larger air cargo companies rely on their internal chain of command to re-
port and receive threat information: “We call corporate when there’s an issue that needs sharing.” The fear of 
regulatory retaliation is strong and when the private sector is discussing their operational issues; they are re-
luctant to include the people who regulate them: “We just can’t have regulators in the room.” 
 
Financial	  motivations	  
“We need to know the residual economic impact.” 
Financial motivations can relate to material benefits or monetary rewards.  
Decisions are based on a cost/benefit analysis  
When presented with the list of financial motivations from other workshops, the Boston participants differed 
on the importance they placed on financial motivations, choosing to emphasize the operational aspects that 
ultimately impact finances. Participants were concerned about the cost of information sharing in terms of the 
“dilution” of scarce assets and resources—money is spent on information sharing is seen as taking away from 
other programs. The security of their assets is important, but the bottom line for industry will always be seen 
in terms of cost/benefit.  
 
Strategic	  motivations	   
“As a tenant, you want to be seen as following the rules.” 
Strategic motivations are organizational or personal perspectives, plans, and patterns that are valued and used 
to further the success of the stakeholder or organization. In Boston, private sector participants shared several 
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strategic motivations with our other ports; a positive reputation, safety, customer service, and business suc-
cess. 
Business success is tied to reputation, safety, and customer service 
Private sector participants stressed the importance of managing their reputation, placing a high value on the 
larger business community: “Trust is dependent upon maintaining good relationships and interactions with 
the business community.”  Maintaining a positive reputation, for the Boston participants, meant that they 
need to ensure the safety of goods and people: “I can’t think of a time when the private sector wouldn’t share 
if it was related to passenger safety.” In the larger corporations, fear of litigation and negative customer per-
ceptions also drive high safety standards: “We’re in financial competition with other modes of transportation 
and safety and convenience are both important factors.” Safety is seen as closely tied to operational effective-
ness and was therefore a high priority for the private sector. For air, avoiding plane crashes was obviously a 
top priority. In addition, most private sector participants noted employee safety as integral to business suc-
cess. Both large and small companies across the domains have internal safety programs to support this opera-
tional goal. In addition, safety is often used as an advertising theme and is part of an overall customer service 
approach.   
 
A good reputation, strong safety records, and a high level of customer service are all part of the private sec-
tor’s strategic vision of having business success. Being the “best in their class” and “gaining business ad-
vantage and market position” are the desired end states supported by their strategic goals.  
 
The Coast Guard was recognized for their historical and strategic alignment with the commercial 
sector: “The USCG’s goals are more aligned with the private sector because it’s part of their ac-
tual mission to promote and protect commerce in the port community…they are more open to 
adapting their actions if a business case can be made for certain things.” With the exception of 
the Coast Guard, government representatives did not express an explicit alignment with industry’s business 
strategies or an understanding of the importance of justifying information sharing in terms of those strategies.   
 
Ideological	  motivations	  
“We invest in security to be the best.” 
Ideological motivations relate to the ethical values of the stakeholder and include political, cultural, as well as 
moral beliefs. For private sector participants in Boston, there were two primary ideological drivers to share 
information: concern for the primacy of their company and personal responsibility.  
It’s important to do what’s right and be the best 
Participants’ underlying sense of personal responsibility and commitment drove their efforts in information 
sharing. Even when participation in exercises and workshops is collateral duty (especially for the smaller 
companies) these activities are embraced because “It’s just the right thing to do.” In addition, private sector 
participants noted that pride in their company and the desire to excel also motivated their actions. 
Social	  motivations	  
“It’s about relationships—who you can trust in Boston at a personal level.” 
Social motivations take into account the interests, intentions, or needs of people.  In Boston, participants 
were motivated by their shared need for information sharing and desire to maintain and develop strong social 
connections.  
There’s a concern for the common good 
Participants saw value in addressing their shared concerns and recognized the need to work together for the 
“common good” and “gain access to certain information.” One participant put it this way: “Relationship 
building is key…names and faces are important to help you gain access.” Being able to “get along” is im-
portant and mutual trust is key.  This trust is tenuous however when dealing with regulatory agencies—fears 
   
Best	  Practice 
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of litigation and regulatory retribution was strong, especially in the air domain. One participant noted that the 
practice of doing unannounced inspections at air cargo facilities reduces their motivation to share: “I don’t 
know if that type of adversarial relationship is the best thing for information sharing. With the Coast Guard 
I’m more willing to go to them and share.” The desire for everyone to work together as a community is 
strong in Boston. In fact, air and maritime participants saw themselves as members of specific communities 
with their own concerns and issues. In contrast, rail and trucking saw themselves as key linkages to both air 
and maritime domains. However, they also felt that they were not included in much of security planning: 
“Behind the fences everything works smoothly. Get past the fence, though, and there’s no controlling 
things.”  
 
In addition, air and trucking representatives talked about the organizational support for sharing information 
that stems from their corporate cultures. From our air cargo representatives (large corporations), 
we heard about strong internal support for information sharing.  Examples of these cultural influ-
ences were seen in both large and small companies. The larger companies have a corporate culture 
of open communication that supports the sharing of threat information throughout the organiza-
tion.  They also have existing mechanisms for utilizing employee structures (e.g., quality action boards and 
safety committees.) Participants from the smaller trucking companies also relied on their informal social net-
works for information sharing. They viewed themselves as small family units that take care of each other; 
communication is frequent and direct and the companies rely on this social structure for the sharing of threat 
information. 
   
Best	  Practice 
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Collaboration needs 
Collaborative capacity is the ability of an organiza-
tion(s) to enter into, develop, and sustain inter-
organizational systems in pursuit of collective out-
comes. There are a number of factors that impact a 
systems ability to collaborate. Organizations have 
their own missions with goals and incentives that 
often conflict with one another; agencies often have 
histories of distrust that are hard to alter; leaders 
may not actively support collaborative efforts; and 
coordination systems and structures that might sup-
port collaboration are often lacking.23 Using a mod-
el developed by one of the coauthors, MIST inves-
tigated the collaborative capacity of the Boston 
community along 5 dimensions24. These dimensions 
are purpose, structure, mechanisms, incentives, and 
people (see Figure 4).  The first domain, Purpose, 
explores the underlying strategic factors impacting 
collaboration, such as felt need, strategies, and 
resources. The second domain, structure, probes 
the system’s support structures, for example interagency task forces and flexible processes. Mechanisms, the 
third domain, refer to the tools and social processes that are utilized to support collaboration. The fourth 
domain, Incentives, relates to organizational rewards. And finally, the People dimension explores the personal 
interactions of collaboration, including trust and personal competencies.   
	  
For each of these five dimensions, we selected several items for discussion.  As shown in Figure 5, partici-
pants agreed that collaboration was needed and found that there were several challenges in supporting local 
collaboration.  This section will present the results of that discussion. 
 
                                                      
 
23 United States Government Accountability Office, December 2002 
24 Homeland Security Affairs, September 2011 





















Figure 4: Collaborative Capacity 
Figure 5: Collaboration Factors 
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Collaboration—Purpose	  
“We’re already linked together now in a business sense…we’re all integrated.” 
The Purpose domain in collaboration included items related to the felt need to collaborate, the strategic ac-
tions taken to accomplish goals, and the resources available for collaboration.  
Need for efficiency, situational awareness, and competitive advantage 
Recognizing that there is a need to collaborate is the first step in building collaborative capacity. Workshop 
participants all agreed that the ability to collaborate is important when it comes to information sharing. One 
important point of agreement was that there is inadequate inclusion of the private sector in defining infor-
mation sharing benefits, requirements and mechanisms. As noted by one participant:   
“We have to understand different sectors’ needs related to information sharing and what’s important to 
them.  But we don’t have the resources to do that now…[and we] don’t have a process to reach out to 
private sector partners or policy makers and ask them what they want and what they need to know.”  
Participants identified three primary reasons for collaborating—increased efficiency, increased situational 
awareness, and improved economic resiliency. First, participants emphasized the fact that utilizing the private 
sector helps them increase the effectiveness of their efforts and maintain local knowledge. Efficiency is in-
creased through a “force multiplier” function where government utilizes the private sector’s strengths: “The 
private sector can impact a larger area in a shorter amount of time.” Participants also indicated that collabora-
tion with the private sector helps them pool their knowledge and sustain their information sharing efforts: 
“We can maintain the flow back and forth even if new players come in and out of Boston—the Coast Guard 
transitions every 2-3 years so it’s good to coordinate with the private partners who have known the area for 
20-30 years.” Another way to increase efficiencies that was mentioned by one national participant is by 
broadening the scope of operational planning to include the private sector. By coordinating schedules and 
activities with the private sector, the Coast Guard could help fill resource gaps. As an example, if the Coast 
Guard could identify areas where the private sector is going to be during the course of normal business oper-
ation, they could utilize their eyes and ears to look for abnormalities in specific areas that the Coast Guard 
cannot cover.  
 
A second benefit of collaboration that was discussed was improving “real time” situational awareness. By 
“helping to identify what is ‘normal’ for the port,” the private sector can help with the detection and preven-
tion of security threats, thereby enabling government agencies to create more robust and realistic response 
plans.  
 
Finally, participants recognize that a holistic approach to port security helps local ports protect their commu-
nity’s competitive advantage by supporting port resiliency and economic advancement. Competitive ad-
vantage is seen as a regional issue that crosses all industries. One aspect of the competitive advantage is keep-
ing the ports open after an event. This “Port resiliency” means that commerce remains in the Boston area and 
local economic interests are protected. This sense of interconnectedness is especially true with intermodal 
shipping where “Everyone else’s business relies on our business… So, although the railroad isn’t running 
across the runways, we’re all integrated.” Collaboration, for the private sector, is always tied to tangible eco-
nomic issues: “We’re more hesitant to invest in general information because it’s not a sure thing that it will be 
useful as an investment.”  
 
Participants also noted that security information and public safety information are not the same thing.  But, it 
is in the process of discussing, planning, problem solving, and enacting decisions that collaborative capacities 
are strengthened, and the workshop was a step toward that end.   
Need for clear strategic goals and actions 
The second factor within the collaborative domain of ‘Purpose’ is the factor relating to strategic actions that 
are taken to enhance collaboration goals. Among the government participants, the Coast Guard expressed the 
strongest goals for collaboration, with an explicit goal to “facilitate the speed of commerce.” However, these 
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goals are defined locally—it is up to the local Port Master to determine the extent of collaboration: “When 
collaboration happens it is because of local relationships and personalities, not mandates.” At the same time, 
the Coast Guard does have mandates for information sharing—so much so that they are often overwhelmed: 
“There are a number of directives and programs, and while most share common features, missions, and goals, 
few if any seem to have awareness of the others and otherwise seem to be developing independent of one 
another…We have to share much of the same information, to a lot of the same agencies, under multiple and 
unaligned edicts.” For the Boston Coast Guard it is important to understand the underlying requirements so 
that they know how to move forward to create more efficient systems of information sharing.  
 
Other participants expressed that they lacked clear goals for collaborating with the private sector. Fusion cen-
ters and emergency management personnel did not know of any clear written goals for collaboration and 
lacked knowledge of strategic documents or directives. And private air shipping indicated that they had guide-
lines for reaching out to government agencies if “certain things happened,” but that there was no 
directive to reach out to private sector companies. However, prior to the workshop the MIST team 
was provided with a 2008 strategic plan from the Boston Multi-modal Transportation Security Part-
nership (BMTSP) that outlines the strategies and objectives for the region’s critical public transporta-
tion infrastructure. This plan, led by the Federal Security Director (FSD) for the TSA calls for the use of a 
number of collaboration mechanisms (such as the use of exercises, planning cells, common protocols, and 
information sharing networks.) No participants acknowledged using this set of guidelines, however. 
Need for adequate resources 
The third dimension of Purpose is the commitment of resources for collaboration. Most participants noted 
that there were insufficient resources to collaborate adequately. In some instances (Boston EMS) the budget 
in fact prohibits including the private sector in certain activities: “You can’t give them the equipment they 
need, you can’t train them.” There is also a sense of competition for resources that impedes government col-
laboration. As one local public sector participant stated: “We definitely don’t have adequate budget for col-
laboration.” Even though DHS security grants are mostly for the government, limited funding can lead to 
possessiveness: “The bottom line is that we don’t necessarily have the resources to spend on sharing infor-
mation in the first place, we only have the resources to respond to a threat and meet our mission.” In tighten-
ing economic times both government agencies and private companies saw a tightening of funding: “The pri-
vate sector may not have funds to invest in infrastructure and even though the public sector agrees it is im-
portant, they won’t fund it…We can’t get the public sector to play.”  This lack of funding has shown up in 
Boston in reduced communication budgets (elimination of satellite phones,) a reluctance to fund protection 




“Collaboration structures need to be focused enough that there’s value—targeted at the right 
people for the mission...” 
In the workshop, we addressed three factors within the Structure domain of collaboration—the need for clear 
guidance on how to collaborate, the ability of the system to be responsive and flexible to the different re-
quirements of partner organizations, and the existence of supporting structures, such as liaison roles, inter-
agency teams, and internal processes.  
Need clearer guidance 
For the first factor, clear guidance, participants were mixed in how they viewed the guidance they received. 
Overall, government attendees felt that they received fairly clear guidance for interagency collaboration within 
the public sector: “We get more guidance with government, usually through special directives…without the 
directives it’s difficult to take the initiative and go out and do collaboration.” However, government repre-
sentatives also noted that their organizations struggled with collaboration with the private sector: “The great-
est problem in the Boston Port community is knowing where/who has the responsibility to share infor-
mation.” The difficulty in sharing information stems in part from poorly defined procedures for dealing with 
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unclassified but controlled information: “There is no official policy for what to do with certain types of in-
fo—if they make a decision at the local level, they are sticking their necks out and don’t know if they’re vio-
lating policy.”  
Need more flexible policies 
The second structural factor discussed was the ability to be responsive and flexible when dealing with other 
organizations. In general, public sector participants found that their ability to interact with the private sector 
is often restricted by policy.  There was a sense that each government agency had their own unique require-
ments: “At the (fusion center) there is no understanding of what everyone should do—each government 
agency has their own different constituencies.” Also, many agencies are restricted in their outreach efforts. 
For instance, the fusion centers don’t have an existing policy for collaboration: “The Fusion Center doesn’t 
have a process, they’re not allowed to reach out to the private sector and ask them what they want and what 
they need to know.” Likewise, the Federal Emergency Management Agency (FEMA) has legal constraints on 
having any direct contact with the private sector. Finally, private sector air participants were limited by a cor-
porate culture that fears litigation and regulatory retribution and this impacts the amount of collaboration: 
“We do what corporate tells us we can do.” 
Need stronger supporting structures 
The last structural factor that the MIST team addressed during the workshop was the issue of supporting 
structures for collaboration. There are a number of collaboration structures in the Boston area, including 
public and private organizations, local, state, and federal programs, collaborative processes, and 
information systems. Participants were presented with a map of these structures and asked to 
expand and rank them (see figure 6 below.) At the top of the list of key organizations was the 
Department of Homeland Security (DHS.) Participants indicated that DHS was the primary 
source for information and relationship building in Boston.  DHS was also seen as reliable and 
credible: “They own all the information…the information is more credible, and they are typically the fastest 
to get it out.”  Other key agencies include the USCG, TSA, and FEMA. The Commonwealth Fusion Center 
(CFC,) the Boston Regional Intelligence Center (BRIC,) and Massport are also viewed as valuable organiza-
tions. Note that no information systems were ranked as being key to information sharing.  
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Figure	  6:	  Boston	  Structures	  Supporting	  Information	  Sharing	  
 
All participants felt that face-to-face meetings—the daily Massport meeting, the weekly Maritime 
Security meeting and the weekly Port Operators Group meeting—were the most helpful in 
building collaboration: “The groups are good because anytime you put people face-to-face you 
get more out of it.” These meetings are separate for air and maritime and have limited represen-
tation from trucking and rail. Participants felt that it was important to expand representation at these meet-
ings to their intermodal partners: “Consolidating air/rail/trucking in these meetings would benefit everyone.” 
In other maritime ports, the USCG’s Area Maritime Security Committee (AMSC) meetings are the key mari-
time structure and sometimes include specific subcommittees for the private sector (e.g., Seattle’s Facility Se-
curity Officer (FSO) subcommittee.).  In Boston, however, the AMSC does not include these subcommittees 
and meets only twice a year so was not considered a key source for information sharing with the private sec-
tor 
 
Interestingly when asked if the meetings should be combined across transportation modes, the overall con-
sensus was that collaboration was best served when the groups were more narrowly focused on a set of 
common goals: “I don’t think that condensing (multimodal) groups across domains would be that beneficial 
because not all things are relevant to everyone.” This desire for separateness was viewed as controlling the 
focus and amount of information: “Time is money—I need to get in there and get out.” However, for some, 
multimodal participation actually helped them be more efficient. For the Coast Guard this meant that they 
could look more broadly at the threat situation: “If you condensed the groups, you’ll have people thinking 
about all hazards not just their specific domain.” In the particular case of rail and trucking, combined attend-
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“A lot of people have their own separate systems, but they’re not integrated and the private sec-
tor doesn’t have access.” 
During the workshop we looked at three factors related to the use of lateral mechanisms for collaboration—
communication tools, contact and reporting mechanisms, and training.   
Need for unified communication tools 
Communication tools, such as web sites and email and phone lists help organizations stay in touch with each 
other and when necessary can be used to broadcast alerts and updates. In Boston, there were a 
number of these mechanisms. Massport has an airport notification system, the Coast Guard has 
an email alert system (for maritime only,) and the Hotel industry has a privately run list serve.   
Other participants primarily used email to communicate and relied upon informal communication 
networks for cross-organizational communications.  For in-house communications, the private 
sector has their own systems, which varied in effectiveness. Participants noted however that there was “no 
strategy to designate just one system.” Of special note was the absence of regular communications between 
the trucking and rail industry and the government. Fusion Centers do not regularly include the private sector 
in their outreach efforts and even though the Highway Watch and First Observer programs are designated as 
collaboration mechanisms, the private sector (especially land-based shipping) are not members and do not use 
the programs.  Trucking participants noted that they had never even heard of the Fusion Center, and that this 
was indicative of a deeper problem where the trucking industry was marginalized during security planning and 
preparedness. 
Need for single reporting system 
In the Boston area, contact and reporting systems are primarily relationship based—“Everyone has someone 
to call—we call them based on trust and relationships.” For instance, at Logan airport, TSA has a call-in 
number that is staffed 24/7. However, this is only a one-way process—they do not share information back to 
the private sector. Most participants have communication plans that identify who to contact but there was 
concern that this would not work well in an emergency. Participants acknowledged that the current systems 
are not working well and that there needs to be a standard, similar to 911, for universal threat reporting.  The 
Fusion Center in particular noted how having good contacts is critical to their mission: “We can’t compete 
with people who have better contacts.” 
Need for training with private sector 
Finally, participants explored the role of training as a collateral mechanism for collaboration.  
 
“In the private sector we are required to have a plan, do the training and exercises and keep educating and 
training because you can’t just go to your boss and say ‘Oh, here’s a plan but it may not work—it’s expected 
to work.”  
 
Public sector participants agreed to the importance of training; however, they noted that the private sector is 
rarely included.  One government agency put it this way: “We just don’t have enough experience sharing with 
the private sector—it’s a challenge that we’re working on.” FAA participants noted that they 
stopped training with the private sector shortly after 9-11.  A recent hazardous material exercise 
did include a representative from trucking for the first time and this exercise revealed serious 
problems in communicating with the trucking industry: “In our industry we travel at an average of 
52 miles per hour and in five hours the container that left the port could have already travelled over 250 
miles—it’s now all over New England, New York, New Jersey, and Pennsylvania—recalling those trucks is 
not easy.” 
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Collaboration—People	  	  
“But at the end of the day, when it hits the fan, everyone puts the politics/competition aside and 
it works out.” 
While exploring the People domain, participants discussed the ability to do shared decision-making.   
Participants indicated that when “something really needs to be done” collaboration will happen.  However, 
the level of response is often mitigated by political and cultural considerations.  
Political drivers 
Participants noted that political drivers sometimes impact how government agencies operate: “You can sit 
here and work on a great solution and collaborate, but once it goes higher up to someone who has a political 
role, all the hard work goes whoosh out the door.” Even with these difficulties, participants felt that shared 
decision-making can lead to better decisions and should be utilized more frequently.  
Cultural influences 
Participants also noted that cultural factors, such as competition and an organizational reluctance to share, 
impact their willingness to collaborate.  Both law enforcement and private industry noted that a culture of 
competition negatively affects their collaboration efforts. Industry expressed their need to keep business intel-
ligence private from competitors and noted increased hesitation due to recent security failures of government 
information systems. The public sector indicated they are often competing for funds and are reluctant to 
share funding with the private sector. In addition, there is an underlying distrust of industry’s ‘need to know’: 
“There’s a concern on the governments side that executives in the private sector may just want to know 
threat information for the sake of knowing—they’re using the government...” This attitude restricts infor-
mation sharing and can result in industry not receiving the information they need: “When LNG ships come 
in, all the private services can’t get into Boston, but we’re not told about it.” 
 
Collaboration—Incentives	  
“Collaboration is required, but there are no rewards.” 
The Incentives domain considers reward systems as they impact the organization’s personnel. Incentives can 
include monetary, promotion, and other managed reward systems.  
Need for organizational incentives 
Most participants reported that they are not given strong incentives for collaboration. A participant from a 
large air shipping company noted that collaboration is required for their company but did not identify any 
specific rewards for collaboration. Even though there are some metrics for tracking collaboration, most pub-
lic and private entities do not have specific individual-level performance measurements for collaboration. For 
many government and private sector participants, the Massport weekly meetings are encouraged 
but not required: “My boss knows I’m collaborating if they get less complaints from the airlines.” 
TSA, Massport, and CSX were the only organizations that mentioned specific individual metrics 
for collaboration. TSA includes collaboration activities as part of their performance rankings for 
individual employees, Massport security employees are required to attend daily briefings, and CSX 
has a self-imposed quota for collaboration that is tied to personal monetary incentives. 
  
   
Best	  Practice 
22 INDUSTRY	  AND	  PUBLIC	  SECTOR	  	  COOPERATION	  	  FOR	  INFORMATION	  SHARING	  
 
M u l t i m o d a l  I n f o r m a t i o n  S h a r i n g  T e a m    B o s t o n  R e p o r t   
Spotlight	  on	  a	  domestic	  air	  cargo	  carrier	  
Less than 45 minutes after the 6 am landing, 130,000 packages are unloaded, 
sorted, prepped and await distribution to the New England region. Twenty or so 
employees descend on the aircraft after it taxies over to the cargo area and quick-
ly unload the contents. Roughly 30 curved cargo containers, molded to fit the 
aircraft walls, contain a variety of items, none weighing over 150 lbs.  Flowers, 
shoes, gold, USPS mail, small animals, auto parts, medical supplies: “There  
might  be  a  par t  in  here  that ’ s  ho ld ing  up a  fa c tory  f rom running ,  or  documents  fo r  
a  cour t  case  that  s tar t s  a t  9am.”  Some items are loaded directly into awaiting trucks, while others are trans-
ported to awaiting staff. On the warehouse floor, routinized unloading, scanning, sorting and loading into 
trucks for local delivery commences as soon as the first container arrives. The drivers themselves sort and 
load individual packages from their route lists onto their trucks. Bar codes on all containers and packages are 
scanned for real-time tracking throughout the distribution process. Within 45 minutes, the trucks have de-
parted, the cargo containers are empty, the sorting ramp is still, and the 767 cargo carrier sits empty and idle 
on the tarmac. 
 
Facility	  
Access to the facility is tightly controlled.  There is a manned gate for access to the general area with exten-
sive concrete barrier controls and ID checks.  A Massport security agent inspects vehicle undercarriages and 
cabs upon entry. Massport issues its own unique ID’s and does not accept TWIC cards for facility access.  
Known truck drivers and new faces all have their ID’s scanned.  At 5 am the lines are 4-5 vehicles deep with 
trucks, and airport and carrier personnel, and the wait is approximately 10 minutes. Concrete pillar barriers 
beyond the gate, are ready to stop a truck traveling up to 40 miles per hour when needed. A secondary fence 
around the perimeter prohibits entry by persons on foot. Once you arrive at the shipping carrier’s area, there 
is a parking lot monitored by security cameras. Building access is controlled through ID passes and metal 
detectors.  All employees are expected to play a role in facility and tarmac access: “I t ’ s  impor tant  for  our  em-
p loyees  to  be  s e cur i ty  minded .  I t ’ s  my hope  that  they  are  do ing  the  r i gh t  th ing  when i t  comes  to  s e cur i ty ;  cha l -
l eng ing  peop le ,  moni tor ing  ac c e s s  to  the  fa c i l i t y ,  and be ing  s e cur i ty  minded a t  a l l  t imes .”  
 
Security	  
The cargo carrier self-audits their security and safety procedures and is consid-
ered a model for security compliance by government regulators.  They are 
equipped with a Facility Security Plan and employ Security Coordinators to man-
age procedures. An outside security vendor is used to monitor facility access, but 
the company has its own airline security department.  An ID check is required for 
all entrants and TSA and the FAA frequently conduct unannounced inspections. 
Security and safety compliance is taken very seriously.  Federal violation fines 
can be levied against both the company and individual employees and the FAA can rescind the right to work 
or fly. Compliance can be costly and is an important organizational goal even though security issues are 
viewed as unlikely problems: “The b igges t  prob l em we would  have  i sn ’ t  s e cur i ty  r e la t ed ,  they ’ r e  opera t iona l  or  
weather  r e la t ed .”  There are 135 employees and personal responsibility for maintaining safety and security is 
encouraged. The organization has a strong corporate ethic of community involvement and employees are 
encouraged to stay alert to security and health hazards. Personal responsibility is a top company priority.  
 
Information	  Flow	  
The air carrier periodically attends the daily Massport meeting that covers current events and airport issues. 
TSA however is the primary conduit for receiving threat information. Daily in house meetings are used to 
communicate information to the general workforce. Information is provided on a “need to know” basis, typi-
cally filtered through the Division Manager who’s confident that they’ll be able to communicate the neces-
sary information as needed: “There ’ s  no  one  that  can never  g e t  in  touch wi th  me.”  There is also an Incident 
Response Team that sends out broadcast emails to appropriate staff in the event of a security or safety inci-
dent. The team broadcasts security or safety information via an auto-alert system that distributes messages to 
a variety of electronic devices. There are a number of informal channels with other air carriers, but not much 
communication between the security guards at other facilities who receive their information from their own 
company staff. Internal communication is informal, typically via phone calls, text messages, and emails. Dis-
patch and drivers communicate primarily with a cell phone. 
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Information needs 
“It’s not always valuable and it seems like there’s a circular distribution—there’s way too much 
information out there.” 
The specific information needs of both the public and private sector can be used to help system designers 
create information systems that meet the needs of their constituencies. Typically in system design, these re-
quirements are operationalized into a set of performance and usability requirements. These requirements can 
then be used during performance and acceptance testing to evaluate the system design. 
 
Prior to the workshop, participants were asked if they needed more information sharing around port security.  
Both government and private sector participants indicated that information sharing was important, and nec-
essary. However, no participants indicated that they needed “more” information.  During the workshop, 
when asked what specific issues were important, participants highlighted the need for better quality infor-
mation. As Figure 7 shows below, participants want information that is more useful, uses standardized pro-
cesses and is easier to access and apply.  
 
Figure 7: Information Needs 
 
Information—Useful	   	  
Useful information helps organizations accomplish their goals or tasks. Participants provided input on the 
usefulness of information through an informal poll, during group discussions and by doing a visioning exer-
cise.  Issues that surfaced included the need for actionable information and the need for a system that is re-
sponsive, standardized and includes the ability to customize and target information for specific audiences or 
stakeholders. 
Need actionable information 
“We get information that we have no idea what to do with.” 
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Industry wants to receive information that is timely, clear, and allows them to make decisions that will “help 
keep business running” and “support intermodal communications.” They want information that will help 
them adjust their operations. As one stakeholder put it:  
 
“We	  get	  vague	  threats	  about	  surgically	  implanted	  IED’s,	  or	  propane	  canisters,	  or	  chlo-­‐
rine	  being	  used	  by	  terrorists	  but	  little	  or	  nothing	  about	  where	  or	  when	  or	  how.	  Conse-­‐
quently	  we	  must	  be	  prepared	  for	  all	  threats,	  all	  the	  time,	  everywhere.	   	  This	   is	  horribly	  
inefficient	  and	  expensive	  and	  detracts	  from	  the	  threats	  we	  are	  likely	  to	  face.”	  	  
 
One information solution that Massport uses to address specific threat information is to perform an 
annual risk and gap analysis for Boston Logan Airport that is then used for operational planning. 
 
The private sector also needs to know specifically what they can do to help. Participants were split on whether 
or not they knew what kind of information the government needs. Some industry representatives felt that 
they had a good understanding of what type of information is needed, but others felt they wanted the gov-
ernment to tell them more about what specific things they should be looking for to warrant information shar-
ing: “What does the federal government want to look for—what should we be sharing?” 
Need systems that are responsive 
“The information has to flow—both ways.” 
Participants noted the need for information that is timely and includes feedback mechanisms.  First, industry 
participants need to have their information presented quickly in order to help them in their decision-making.  
Second, when sharing threat information with the public sector, industry needs to hear back from the people 
they report threats to. This feedback helps them know that what they are doing matters: “We need at least a 
‘thank you’…otherwise the private sector has no way of knowing if what they’ve shared was useful or if 
they’ve even shared the right thing.”  
Need information that is standardized 
“We need systems that are consistent, sustainable, and have clear ownership.” 
During our work in Boston, the general climate was of one of “information overload.” Participants want to 
share information, but indicated they receive too much unnecessary information under “multiple and una-
ligned edicts.” They receive the same threat information from multiple sources and they also must supply 
information to multiple agencies. All of this results in industry having to “put up with stuff we don’t care 
about.” When presented with the ability to design the ideal information system, participants addressed the 
issue of information overload. Participants wanted information that is consistent, coordinated, and is man-
aged effectively.   
Consistent	  
First, consistency is important because it helps the private sector know what types of things to look for and 
how to respond when they see something that is suspicious. If people get things from one source and then a 
different source they feel like they don’t know what is important or what to trust. This finding is consistent 
with the private sector’s desire to have information that is actionable, but may also be in conflict with their 
desire for timely information. There were also concerns from government participants that the agencies had 
too many overlapping information sharing systems. These overlapping systems are a problem because the 
duplication is time consuming, confusing and can even result in a false sense of trueness. As one stakeholder 
put it: “There is the issue of circular reporting, where one organization repackages intelligence without ac-
knowledging that another agency has put it out already…this is not a confirmation, this is misleading.” Se-
cond, there was a fear on some agencies’ part that by sharing information frequently they’ll end up creating a 
“cry wolf” situation where people won’t continue to listen or share: “You tire out your workforce if you keep 
ramping up and ramping up.” Finally, the government participants are frustrated by difficulties in figuring out 
what and how to share. This includes a concern about the use of a central repository: “There’s no way that 
any one agency can know what everyone needs.” 
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Coordinated	  
A second way to address information overload was a call for coordinating the multiple information sharing 
systems. Participants felt that information sharing needed to follow a network model where each private or 
public sector organization has a command center:  
“There needs to be a network model where you go from one agency to the next…each agency should have an 
emergency director that informs the entities…then internally they can do whatever it is they need to do with it.”  
Effectively	  managed	  	  
Finally, participants called for better management of information systems. For them, effective management 
includes having solid business rules that support all of the functions of information sharing (e.g., analysis, 
verification, dissemination) and processes that support the private and public sector’s “chain of command.” 
Participants noted that each entity, both private and public, have had their own business processes for han-
dling information and for responding to emergencies. For the private sector that means that information 
must follow their own internal processes: “We need information to go to the right people through our dis-
patch chain.” For the public sector, the business rule is to follow the chain of command and conform to poli-
cy: “You have the federal side that dictates policy…the information needs to come down pyramid style.” A 
well-managed system also leverages the skills of the private sector to ensure that the system is efficient. 
 
Information—Desirable	  	   	  
Desirability describes characteristic of a system that make the users of the system want to use it. For our Bos-
ton participants, an information sharing system is desirable if it is useful (described above), credible, afforda-
ble, secure, and modern. 
Want credible information  
“It’s just more credible when it comes from a government agency.” 
Credibility was an important factor in information sharing for our participants. Private sector participants do 
not want to rely on public news sources such as CNN for threat information: “They’re not the experts, 
they're just reporting and interpreting what they’re seeing—we want to hear it from the government.” Credi-
bility is closely tied to trust, which as indicated previously, is an important collaborative element for our Bos-
ton participants.  The trust issue was especially strong for the air cargo participants who were concerned 
about liability and compliance issues.  
 
A good example of the use of a credible versus non-credible source was a recent alert that occurred on the 
10th anniversary of 9-11. DHS released a threat alert for Washington, DC and New York shortly 
after it was broadcast on the news. In going around the room, the participants discussed their re-
sponses to the alert – if any. Each government agency responded to the threat information in vary-
ing degrees ranging from no change in procedures (because they were already on alert) to testing 
phone trees and sending out in-house notices, to calling everyone into work. Some of the agencies that did 
not make any changes felt that their preparations were already adequate given that the threat was not specific 
to Boston. The private sector participants also received the threat information and some (but not all) felt that 
it was important because they received the alert from a credible source (DHS). The private sector responded 
with a range of activities from sending out company-wide bulletins, to recalling employees, to ramping up 
security procedures and personnel (see Table 1.) 
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Sector	   Source	  of	  
Info	  
Reaction	  to	  notice	   Actions	  
Public	   CNN Get the government voice out Pushed it out to supervisors 
Public	   DHS Credible, but non specific Discussed at morning brief 
Public	   DHS Be prepared General notice to officers 
Public	   NYPD Had prior inside scoop  Due diligence 
Public	   DHS Not enough time Sent to partners (not industry) 
Public	   CNN Save face Ramped up operations 
Public	   CNN Be prepared Tested phone tree 
Public	   CNN Nothing new No change 
Private	   CNN Corporate security issue Emailed site managers 
Private	   CNN Sufficient credibility Notified team to be alert 
Private	   Corporate Only for certain cities Ramped up internal security 
Private	   CNN Credible unknown threat Restricted parking, cancelled vacations 
Table	  1:	  Response	  to	  9-­‐11-­‐11	  Security	  Alert	  
 
 
Want secure systems 
“What about Wiki-Leaks? Will our information be secure?” 
Both government and private sector participants are concerned about the security of individual pieces of in-
formation and the security of the system overall. The private sector is hesitant to share proprietary business 
intelligence because of the possibility that their competitors may gain access.  This hesitancy is based on the 
risk of the network being compromised. The recent security breaches associated with WikiLeaks were men-
tioned by one participant: “We’ve had some pretty significant leaks recently.”  They also are concerned about 
who might have access to proprietary business information within the government because of the risk of reg-
ulatory retaliation. Public sector participants are concerned about having “controlled sharing” in which there 
are clear policies for defining where the ‘tear lines’ are between secure and open information.  
Want affordable systems 
“Can’t you leverage industry expertise?” 
Related to our earlier discussion of collaboration and the lack of resources, participants are concerned about 
their ability to afford an information sharing system. Affordability is important in terms of initial cost as well 
as the ability to sustain the system.  The ability to maintain and manage a system requires significant person-
nel and hardware costs – costs that are often not addressed during the initial deployment of a system. 
Want modern systems 
“Give me something that leverages current technology.” 
Participants described systems that utilize all of the rich media that is available today. The private sector em-
phasized the importance of maintaining personal contacts25 and the improved reliability of newer systems. 
The public sector participants emphasized the use of multimedia, describing systems where there is open ac-
cess to private sector cameras, the ability to upload videos and photos, and the use of real time monitoring.  
 
                                                      
 25	  We’ve	  included	  this	  requirement	  here	  because	  of	  the	  newer	  capacities	  of	  social	  media. 
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Information—Usable	  
Need better access 
“The word isn’t getting out to the boots on the ground.” 
Boston participants, like their counterparts at other ports, want easier access to information. Participants not-
ed that they need information that is widely distributed and accessible in a single place. Participants also 
struggled with the choice between pushing information out, or having it available for on-demand access. Par-
ticipants first discussed the difficulties in receiving any kind of information. Local and federal partners said 
they sometimes struggle with sharing information between each other due to siloing of responsibilities and 
inter-agency competition. More importantly, a trucking representative pointed out that ground transportation 
is left out of the loop entirely: “After participating in one of the exercises and now listening to this discussion, 
I’m still nervous that the word isn’t getting out to the boots on the ground.” This participant described his 
recent experience during a tabletop exercise in which severe gaps in communication within the trucking in-
dustry were revealed.  For him, there needs to be a requirement for a formal communication plan that in-
cludes ground transportation organizations:  
“Where’s the communication that if there’s an incident the trucking community can get the information? All 
your tools like the fusion centers—I don’t even know what they are—wouldn’t get the word out to the trucking 
industry… They have everything tight as a ticket at the port, but once it gets out of those gates, that’s it.” 
Secondly, as we’ve repeatedly found at other ports, there needs to be central point for accessing information. 
The multiple existing methods of accessing information (see Figure map) are overwhelming and often over-
lap:  
“I roughly estimate that between all of them there is probably an 80% overlap or redundancy that can/should 
be streamlined into a single coordinated, ‘single-point’ mooring for accessing information.”  
Many of the attendees however were doubtful that a single access point would be useful across the domains 
of air and sea: “You have all these different players with different needs, can you really create a one-size fits 
all package?” 
 
Finally, there was quite a bit of discussion about the pros and cons of pushing information out to the private 
sector: “Once there is information to share, how should it be released and disseminated through the proper 
channels?” One fear of the public sector was that there will just be too much information: “There’s a fine line 
between push and pull—you can inform the death out of people which eventually negates the purpose of 
looking at the information.” Another hesitation was that pulling people into sites requires additional resources 
for marketing and outreach: “You get into the business of having to convince people that there’s a benefit to 
doing this.” The result is that often the public sector simply sets up email lists where they can push out in-
formation.   
 
One of the email lists that were presented was the USCG alert system. This system is a text alert 
system that is used for maritime security information. It is run locally by Sector Boston and is inten-
tionally used in limited circumstances: “We try to avoid oversaturation and the ‘cry wolf’ desensiti-
zation.” It is deemed a very useful and credible source because it comes from a regulatory agency 
and is used for very specific information:  
“Good thing is there’s no overload for alerts. You’re not getting it constantly. When you get one, it’s specific 
and it’s important. You know it’s going to be actionable.”  
Needs to be easy to use  
Although we did not test any actual systems, participants outlined a few key parameters for ease of use: 
ê Easy to understand 
ê Not complicated 
ê Not confusing 
ê Quick  
ê Filtered to reduce complexity 
  
   
Best	  Practice 
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 Spotlight: a small trucking operation 
 
Travel too far down an unassuming Boston neighborhood side street, and you may 
have missed the gravel road leading into the trucking and distribution facility. The 
family-owned operation is the last leg of the distribution chain for intermodal 
shipping in the New England corridor. Home to trucking, warehousing, and cargo 
distribution, the company’s 22 trucks transport everything from sheetrock to wine. 
Although a small operation compared to the inter-state companies in Boston Har-
bor, security issues are a large concern for management: “Safety and security are a 
top priority here. I need to know everything I can to make sure my employees and equipment is safe.” 
 
Facility	  
The trucking and distribution facility is located on a side street in the center of a main Boston neighborhood. It is adja-
cent to a rail facility and within blocks of major metropolitan facilities. It is close to other small industrial business and 
shares an access road with them. There is a guardhouse at the entrance to their driveway, which is usually staffed 24x7 
by a mix of in-house and out-sourced security guards. Security guards control site access and truck traffic but there are 
no fences or gates to keep people out. The facility has loading docks and a warehouse for storing shipped goods.  
 
Security	  
There is no dedicated security officer at the company. The corporate office in the Midwest handles safety polices and 
investigations and the Vice-President is responsible locally for safety compliance and security procedures. The compa-
ny is not required to have any facility security plans by regulating bodies: “As far as customs is concerned, as long as 
we submit our employee list, have 24/7 security, and documentation to receive and ship the product and track the con-
tainer while in out possession, that’s pretty much it. It’s not like we’re a maritime waterway facility falling under the 
TWIC requirement where everyone has to be escorted and all that.” However, security is still a concern to the VP: “We 
don’t have any high value merchandise here, but access is critical, it’s a wide open facility, we have a lot of equipment 
running around.”  
 
Overall, the company relies on employees to report any suspicious and trusts employees to do the right things: “Our 
security guard has been here for 20 years, so he knows you – if he doesn’t know you he’ll stop you. We also have five 
guys out there who will keep a good eye on what’s going on in the warehouse.” The company also feels that most driv-
ers will alert dispatch if they notice anything out of the ordinary.  There’s a sense that personal observations will suf-
fice: “Most of the employees have been here for a long time, and all of our drivers are vetted through the TWIC pro-
gram. TWIC is a good safeguard for us…it takes the guesswork out of really knowing who you’re hiring.”  However, 
there is always a tension because of the independent nature of truckers: “[The TWIC] helps us out a bit, but truckers 
are independent people – they’re probably going to do what’s best for them if something happened, and ditch the 
equipment wherever they are as long as they can get out of there.”  
 
Information	  flow	  
Internal operations are run primarily via cell phone calls and text messages. Driver locations are tracked on a simple 
card system. Theoretically, the dispatcher would know where everyone is, but 
there is not a lot of confidence that this will always work out: “If something hap-
pened, and there was some sort of rogue container out there, how would you stop 
the truck? You can’t just throw a drag net over the entire area and hope to find it. 
You’re stuck relying on cell phones and texts, so all you can do is hope they pick 
up.” Although threat information is important, it doesn’t come easy: “You have to 
seek the information, it’s not being communicated.” Government alert programs 
have little impact on information flow: “I use the First Observer program, but it 
doesn’t do anything. I’ve received two emails in fourteen months, and they were 
useless. It doesn’t do any-thing.” The company relies on personal contacts within the small carrier community for 
threat-related information: “We’re banking on a small community of about 60 people to get the word out and alert 
each other if something happens.” But, in non-threat situations, the sharing of information in local carrier community 
is limited: “There’s typically no sharing of information in general, because it could all be proprietary information. I’m 
sure you’ll find that no matter who you talk to... I’m sure.” 
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Next Steps for Boston 
At the end of the workshop, participants identified several areas where they could begin taking actions to im-
prove information sharing in the Boston area (as shown in Table 1.) Many of the recommended next steps 
addressed continuing to develop some of the relationships that were started during the workshop. A number 
of participants did not have prior relationships with each other and this was an opportunity for them to con-
nect with others that shared their interest in improving information sharing.  
	  
 
Item Action Who 
List of key private sector 
stakeholders 
Send email addresses of private sector to 
the CFC 
Dave 
Utilize/explore existing systems 
for IT support 
Move forward with coordinating systems Mike, Rick 





Explore holding 2012 symposium Christine 
Increase knowledge/use of 
NIPP 
Meet with all (DHS) Herbie 
Connect Massport with USCG Share Situational Reports Herby, Mike 
Public Awareness Create private sector training  Dave 
MIC Report Open the list-serve to attendees and send 
email to private sector stakeholders 
Tank  
Contacts Send out attendee list and contact 
information 
MIST team 
Build Relationships Meet other Rail, Fusion, and DHS 
contacts, and share information with new 
FAA contacts 
Nicole & Mike 
 
Table 1: Next Steps for Port of Boston
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Appendix 
Appendix	  A:	  Methods	  
Using an iterative and participatory approach, MIST researchers partnered with federal, local and private sec-
tor stakeholders to assess the information sharing needs of regional multimodal security personnel. The re-
sulting research design included an information sharing issues workshop, field studies of port personnel, and 
participant email polling.  
 
Purpose  
The mission of MIST is to create a process for interagency and international multilateral sharing of multimodal threat infor-
mation between the private sector and government agencies. This process must mitigate the concerns of private industry and provide 
value to both parties.  
 
Participant recruiting  
Workshop and field study participants were invited to join the MIST efforts based on the recommendations 
of the local advisory committee. Participants included representatives from the following organizations: 
Government 
ê Boston EMS 
ê Boston Police  
ê Commonwealth Fusion Center  
ê DHS – Protective Security 
ê Federal Aviation Administration  
ê FBI Citizens Academy Alumni Association (Observer) 
ê GMAII (Sponsor, Observer) 
ê Massachusetts State Police 
ê TSA Cargo Compliance & K9  
ê U.S. Customs and Border Protection 
ê U.S. Coast Guard Sector Boston  
ê U.S. Coast Guard Interagency Operations Center (Observer) 
ê U.S. Department of Transportation (Observer) 
Industry 
ê Massport  
ê NEDRIX 
ê Boston Pilots 
ê Boston Harbor Cruises 
ê CSX Police Department 
ê Constellation Energy 
ê Federal Express 
ê Global Petroleum 
ê Romar Transportation Systems, Inc. 
ê United Postal Service  
 
Field study 
There is significant literature that identifies key issues in the sharing of threat information between federal 
agencies.  However, there is very little research about the daily practices of private port personnel in the shar-
ing of threat information. In this study, we sought to further the context of sharing threat information—
specifically how, where, when, and why private sector personnel share threat information with the federal 
government. To support this we developed the following research questions: 
1. What are the daily information sharing practices of port security personnel? 
2. What are the social, psychological, operational, financial, and ideological factors that impact the 
sharing of threat information? 
3. What are the barriers and constraints that exist in information sharing? 
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4. What are the opportunities to improve information sharing? 
 
To explore the above research questions, we gathered examples of information sharing practices through 
ethnographic observation and qualitative interviews with selected Port personnel.  
 
Workshop  
The workshop was conducted over a day and a half and included large group discussions, breakout sessions, 
and a usability test. The workshop was segmented into several primary areas: 
 
Security Challenges – Issues impacting multimodal domains 
Participants identified maritime, air, rail, and trucking security challenges that they are currently facing, and 
discussed their relative importance. Then, as a collective group, participants ranked the importance of top 
security challenges facing the Boston Port community. 
Why Share – Incentives for information sharing 
In this section, participants explored motivations for information sharing related to ideological, social, strate-
gic, operational, and financial incentives. Additionally, participants identified their motivations for sharing 
information in relation to their top three security challenges previously identified within the maritime, air, rail 
and trucking domains. 
What is shared – Exploring information sharing needs 
Participants examined information sharing needs related to their top three security challenges. Building upon 
their information sharing needs, participants identified specific types of information that is relevant to know 
and share. 
Who is key – Mapping how information is shared 
By exploring stakeholder involvement in information sharing, participants examined their current information 
channels to prioritize key relationships and interactions related to information sharing. 
Models for sharing – Imagining the perfect system 
This module identified local best practice models, thoroughly evaluated those models, then allowed partici-
pants to brainstorm and define their collective ideal multimodal threat information sharing model.  
How can we share – Collaborations and requirements 
Using a collaborative capacity model, participants examined the role of collaboration in their current infor-
mation sharing environment, and identified factors that increase collaboration between multimodal domains. 
Next Steps  
The final activity for the workshop was to discuss how participants could take action in information sharing 
best practices within their local area of responsibility.	  
 
Workshop slides 
The slide presentation used to structure the MIST workshop is available upon request. Please contact MIST 
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Appendix	  B:	  Workshop	  Agenda	  
 
	  
MIST	  Boston	  Workshop,	  15-­‐16	  September	  2011	  
WORKSHOP	  AGENDA	  	  
	  
Thursday, 15 September  
 
0830 – 0900 Registration/Networking 
 
0900 – 0930 Introductions 
 
0930 – 1000 Security Challenges 
 
1000 – 1015 BREAK  
 
1015 – 1130 Why Share? 
 
1130 – 1200 What is Shared? 
 
1200 – 1300  LUNCH 
 
1315 – 1400 Who is Key? 
 
1400 – 1415 BREAK 
 
1415 – 1600 How is it Shared? 
 





Friday, 16 September 
 
0830 - 0900 Check in /Networking 
 
0900 – 1045 Models for Information Sharing 
 
1045 – 1100 BREAK 
 
1100 – 1230 Next Steps  
 
1230 ADJOURN  
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Appendix	  C:	  Polls	  and	  Evaluations	  	  
 
Methodology 
In preparation for the workshop, the MIST team emailed participants a link to a poll designed and adminis-
tered using Survey Monkey. The survey asked participants about key issues to inform the design of the work-
shop. Additionally, the pre-workshop polling questions allowed participants to focus on their needs in ad-
vance of the workshop. The consolidated poll results were incorporated into the final workshop presentation, 
and were integral in MIST’s preparation and facilitation. 
 
Instrument 
Following are the questions included in the pre-workshop poll. Results and analysis are included in the body 
of the report (see Detailed Findings.) 
 
Introduction 
Welcome, and thank you for sharing your perspectives on port security with the Multimodal Information 
Sharing Team (MIST.) This poll is designed to help us understand what factors are most important to you 
locally. Your responses will be used to structure the upcoming MIST workshop, so your input is very im-
portant to us. The poll responses will be anonymous and no identifying information will be retained. 
 
There are ten questions in this poll and it should take less than 10 minutes to complete. 
 
ABOUT MIST 
MIST’s goal is to understand and communicate the needs of local shipping communities in the sharing of 
threat information. As part of this process, we are holding a day and a half workshop on information shar-
ing in your area. Thanks for agreeing to participate. 
To help us better understand the wants and needs of different stakeholder groups, please tell us a little about yourself. 
1. Your organization is a: (mark only one) 
Private company; Public association; Federal agency; Regional, State or local agency; Non-profit; Other, (please 
specify) 
 
2. Your primary focus area is: (mark only one) 
  Maritime; Air; Trucking; Rail; Pipeline; Multimodal; Other (please specify) 
   
3. The majority of your work effort is spent in: (mark only one) 
  Facility Security or Safety; Facility Operations or Management; Ship Security or Safety (Air and Sea); Ship Op-
erations and Management (Air and Sea); Transportation/Intermodal Security or Safety; Transporta-
tion/Intermodal Operations or Management; Law Enforcement: Intelligence; Emergency Management; Other 
(please specify) 
 
Please tell us what you think about information sharing. 
3. When it comes to the sharing of threat information, my organization needs more information sharing between the 
public and private sector. 
  Strongly Disagree; Disagree; Agree; Strongly agree; Comment (optional): 
4. When it comes to the security of the supply chain, my organization needs more collaboration between the public and 
private sector. 
  Strongly Disagree; Disagree; Agree; Strongly agree; Comment (optional): 
   
Please take a moment to help us identify local issues impacting the sharing of threat information. 
5. In your daily work, what are your three most pressing problems with sharing information? (select only three) 
Access to information; Timeliness of information; Accuracy/Reliability of information; Usability of infor-
mation (Is it relevant and actionable?); Information overload; Reporting procedures; Other (please specify) 
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ê What is the most important issue that you would like to discuss during the upcoming workshop on 
maritime security? (Please provide detail) 
 
Please tell us about the information sharing resources in your region. 
7. What organizations or meetings do you find most useful when working in maritime security? (Include things like associa-
tions, agencies, special interest groups, local events, conferences and workshops) 
 
8. Why are these organizations important? 
 
9. What tools do you find most useful when working in maritime security? (Include things like web sites, data analysis software, 
communication and situational awareness tools) 
 
In-session workshop polls 
 
Methodology 
The MIST team administered the following series of six polls at strategic points throughout the workshop. 
The polls were designed to solicit feedback on issues that may not have surfaced during large and small group 
discussion, but that were discussed at MIST workshops in other regions. By collecting feedback on common 
issues, MIST hopes to allow comparative analysis of findings from a variety of regions. 
 
Instruments 
These six polls were included in the participants packets distributed at the start of the workshop on day one, 
each on a separate page. The pages were labeled R1 thru R30 to protect anonymity while grouping responses 
by participant. Results and analysis of the workshop polls are included in the full report (see Detailed Findings.) 
POLL 1:  Tell us about yourself... 
ê Your organization is a: (mark only one) 
¨ Private company 
¨ Public association 
¨ Federal agency 
¨ State or local agency 
¨ Non-profit 
¨ Other, please specify 
 







¨ Law Enforcement 
¨ Other (please specify) 
 
POLL 2:  What are the most important security challenges facing your organization? 
Rank your TOP three security challenges, in order of importance (Most important, 2nd most important, 3rd 
most important.) (Select NO MORE THAN 3)  
¨ Access controls (barriers, fences, Guards and surveillance equipment) 
¨ Shipping, trucking and rail connections  
¨ Cargo inspections  
¨ Data and information management 
¨ Military and law enforcement readiness and response capabilities  
¨ Passenger safety (ferries, cruise ships, personal watercraft) 
¨ Cargo theft 
¨ Planning for disaster recovery and continuity of business 
¨ International shipping issues  
¨ Other (please specify) 
 
POLL 3:   When thinking about sharing threat information, what motivates you to share the information with others? 
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Rank your TOP three motivations to share information, in order of importance. (Most important, 2nd most im-
portant, 3rd most important.) (Select NO MORE THAN 3) 
¨ Improved customer service 
¨ Lower company costs 
¨ More efficient operations 
¨ Quicker business resumption after an event 
¨ Improved decision making certainty 
¨ Personal rewards, pride of work, professionalism, workplace satisfaction 
¨ Protection of assets 
¨ Positive public opinion 
¨ Increased use of port, facility or service 
¨ Other (please specify) 
 
POLL 4:   What type of threat information is most important to your organization? 
Rank your TOP three information needs, in order of importance. (Most important, 2nd most important, 3rd 
most important.) (Select NO MORE THAN 3) 
¨ General security trends related to facilities, vessels, trucks, or rail 
¨ Specific threat information related to my company/domain 
¨ Risk mitigation efforts related to specific threats 
¨ Follow-up information on reported events 
¨ Safety information 
¨ Historical data on past events impacting commerce 
¨ Detailed analysis of specific threats 
¨ Other (please specify) 
 
POLL 5:  Please assess the collaboration ability of organizations within the greater Boston community. 
Indicate the degree that you agree or disagree with the following statements. (Strongly Disagree à Strongly 
Agree, 6 degree variation.) 
¨ The security of shipping operations in Boston requires collaboration across multiple public and private sector organiza-
tions. 
¨ The government and commercial organizations concerned with shipping security in Boston have clear goals for effec-
tive collaboration and information sharing. 
¨ The organizations involved in shipping security in Boston have committed adequate budget and resources to inter-
organizational collaboration and information sharing. 
¨ Organizations who participate in the sharing of threat information in Boston are flexible and responsive to the require-
ments of other organizations. 
¨ We have measurement criteria to evaluate the outcomes of inter-organizational collaboration and information sharing. 
¨ People in my organization are given clear guidance on goals and constraints for their inter-organizational work. 
¨ We have adequate and appropriate structures (e.g., liaison roles, teams, task forces) for effective inter-organizational col-
laboration for security. 
¨ I know who to contact in other organizations to get information or share information related to shipping security in 
Boston. 
¨ Our inter-organizational collaborations are supported by effective communication tools and technologies. 
¨ We have established adequate opportunities to train together to improve multimodal security in Boston. 
¨ My organization rewards members for their successful inter-organizational collaborative activities. 
¨ People are willing to engage in a shared decision making process with other organizations. 
¨ My organization’s unique requirement’s make collaboration difficult. 
¨ A history of competition and conflict with other organizations affects our inter-organizational capability. 
 
 
POLL 6:  What improvements in information design are most important to you? 
Rank your TOP three information design improvements, in order of importance. (Most important, 2nd most 
important, 3rd most important.) (Select NO MORE THAN 3) 
¨ Provide more information 
¨ Provide information that is more useful 
¨ Provide information that is easier to use 
¨ Simplify processes for accessing information 
¨ Increase trust 
¨ Increase face-to-face communication 
¨ Provide single points of contact 
¨ Strip unclassified information from classified 
¨ Standardize processes across agencies 
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¨ Other (please specify) 
 
MIST Boston Workshop evaluation 
At the conclusion of the workshop attendees completed a formal workshop evaluation. Results and analysis 
of the workshop evaluation are included in the full report (see Lessons Learned.) 
 
Thank you for participating in the MIST workshop. Please take a moment to evaluate your experience. 
Overall, what are your thoughts on this workshop? 
 How well organized was this workshop? 
 How useful was this workshop? 
 How effective was the workshop in identifying issues with sharing information? 
¨ Not at all 




How appropriate were the topics we discussed? (check all that apply)  
      Security Challenges 
     Why Share? 
     What to share? 
     Who is key in sharing? 
     How can we share – collaboration and requirements 
     Local models for sharing 
     Next steps 
¨ Personally interesting 
¨ Applicable to my job 
¨ Not appropriate 
 
Were the right people in attendance? 
¨ Yes 
¨ No If no, who would you have included? 
 
Please provide us feedback on the length and pacing of the workshop. 
The length was: 
The speed was: 
The number of breaks was: 
¨ Not enough 
¨ Just right 
¨ Too much 
 
 
Are there any other comments you would like to share with us about your experience with MIST? 
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AMSC   Area Maritime Security Committee  
APAN  All Partners Access Network 
BEMS  Boston Emergency Medical Services 
BFD  Boston Fire Department 
BMTSP  Boston Multi-modal Transportation Security Partnership 
BPD  Boston Police Department 
BRIC  Boston Regional Intelligence Center 
CBP   U.S. Customs and Border Protection  
CFC  Commonwealth Fusion Center 
CI/KR  Critical Infrastructure and Key Resource 
C-TPAT  U.S. Customs Trade Partnership Against Terrorism 
DHS  U.S. Department of Homeland Security 
DOJ  U.S. Department of Justice 
DOT  U.S. Department of Transportation 
FAA  U.S. Federal Aviation Administration 
FBI  Federal Bureau of Investigation 
FEMA  Federal Emergency Management Agency  
FSD  Federal Security Director 
GMAII   Global Maritime and Air Intelligence Integration  
GMISS  Global Maritime Information Sharing Symposium  
HHAN  Homeland and Health Alerting Network 
ICE  U.S. Immigration and Customs Enforcement 
ILSSA  International Lodging Safety and Security Association  
IOC  Interagency operation center 
ISE  Information Sharing Environment 
JTTF  Joint Terrorism Task Force 
LNG  Liquefied natural gas 
MARAD  U.S. Department of Transportation Maritime Administration  
MASO  Multi Agency Strikeforce Operation 
MassDOT Massachusetts Department of Transportations 
MBTA  Massachusetts Bay Transit Authority 
MDA   Maritime Domain Awareness  
MEMA  Massachusetts Emergency Management Agency 
MIC  Medical Intelligence Center 
MIST  Multimodal Information Sharing Team 
MOITI  Massachusetts Office of International Trade & Investment 
MPO  Metropolitan Planning Organization 
NEDRIX Northeast Disaster Recovery Information X-Change 
NMCO  National Maritime Domain Awareness Coordination Office 
NMIC  National Maritime Intelligence Center 
NPS  Naval Postgraduate School 
OEM  Boston Mayor’s Office of Emergency Management 
PT-ISAC Public Transportation Information Sharing and Analysis Center 
PVA  Passenger Vessels Association 
RISS  Regional Information Sharing Systems 
SAR  Suspicious Activity Reporting 
TSA  U.S. Transportation Security Administration 
TSSP  Transportation Systems Sector-Specific Plan 
UASI  Urban Area Security Initiative 
USCG   U.S. Coast Guard 
UCD  User-centered design 
VIPR  Visible Intermodal Prevention and Response Teams 
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Appendix	  E:	  Regional	  Resources	  and	  Catalog	  
 
This list is not meant to be exhaustive, but provide a survey of regional resources available for sharing multi-
modal security threat information. 
 
PUBLIC SECTOR RESOURCES  
State Resources 
Boston Emergency Medical Services (BEMS) 
www.cityofboston.gov/ems 617-343-2367 
ê Boston Emergency Medical Services (BEMS) is responsible for providing emergency medical services 
within the City of Boston, and is the largest municipal EMS service in New England. BEMS manages 
field, dispatch and special operations, training, fleet services, the Office of the Medical Director, 
community initiatives and emergency preparedness. As part of the Boston Public Health Commis-
sion, BEMS engages in coordination efforts related to integrating medical aspects of Boston’s emer-
gency preparedness initiatives.  
 
Boston EMS Medical Intelligence Center (MIC) 
http://www.cityofboston.gov/ems/  617-343-2367 
ê The Stephen M. Lawlor Medical Intelligence Center connects Boston EMS with public and private 
entities responsible for first response, hospital services, and public health and safety. The MIC allows 
for direct communication and information exchange between medical intelligence stakeholders to 
coordinate response efforts to large-scale incidents, and aid in prevention planning. Boston EMS also 
works within the Boston Regional Intelligence Center (BRIC) to stay informed on public health, safe-
ty, and homeland security issues, and educate the public about emergency medical information relat-
ed to specific threats. 
 
Boston Fire Department (BFD) 
www.cityofboston.gov/fire 617-343-3515 
ê The Boston Fire Department is committed to serving the community by protecting life, property and 
the environment. Through prevention, education, emergency medical and fire services, BFD services 
574,283 residents, covering 47.3 square miles, with 1,467 uniformed personnel managing two Divi-
sions and eleven districts.   
 
Boston Mayor’s Office of Emergency Management (OEM) 
http://www.cityofboston.gov/oem/   617-635-1400 
ê The Office of Emergency Management (OEM) is responsible for the prevention, protection, and re-
sponse of homeland security and emergency management within the City of Boston. In coordination 
with public safety and public health agencies, OEM provides all-hazards training, education, and 
planning for emergency preparedness.  
 
Boston Police Department (BPD) 
www.cityofboston.gov/police   617-343-4200 
ê The oldest police department in the country, the Boston Police Department is dedicated to partner-
ing with the Boston community to improve citizen quality of life by fighting, and reducing the fear of 
crime. Their headquarters in Lower Roxbury, MA is equipped with advanced ID imaging and ballis-
tics identification technology, a DNA laboratory with in-house DNA testing capacity, Enhanced 9-1-
1, and a Computer-aided Dispatch system linked to Mobile Date Terminals. 
 
Boston Regional Intelligence Center (BRIC) 
http://www.cityofboston.gov/police    617-343-4200 
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ê Part of the Boston Police Department, the Boston Regional Intelligence Center is tasked with gather-
ing and analyzing intelligence to inform BPD tactical strategies. Intelligence is focused on mitigating 
threats related to organized crime, terrorism, or individual acts of violence. Actionable intelligence re-
lated to threat information is shared with local stakeholders to prepare and respond to threat inci-
dents.  
 
Commonwealth Fusion Center (CFC) 
978-451-3700 or fusion@pol.state.ma.us 
ê In partnership with local, state, and federal public safety entities, the Commonwealth Fusion Center 
is responsible for the collection, analysis, and dissemination of threat-related actionable intelligence to 
Commonwealth stakeholders. The CFC aims to provide timely, actionable intelligence, support inves-
tigations, and promote awareness of known or potential threats by connecting with public and pri-
vate partners across Massachusetts.  Their core activities include providing a central repository of in-
formation and analysis, conducting specialized training and research related to terrorism and orga-
nized criminal activity, producing usable intelligence products, providing a secure information sharing 
environment for sharing information through the Homeland Security Information Network-
Massachusetts (HSIN-MA), and managing the Homeland and Health Alerting Network (HHAN). 
 
 
Massachusetts Bay Transportation Authority (MBTA) 
www.mbta.com      617-222-3200 
ê The Massachusetts Bay Transportation Authority aims to provide safe, reliable, convenient and cost-
effective transit service within the Boston area. They are responsible for all public commuter rail, 
subway, bus, and boat operations.  
 
Massachusetts Department of Transportation (MassDOT) 
http://www.massdot.state.ma.us/ 617-973-7000 
ê MassDOT’s mission is to deliver excellent customer service to people who travel in the Common-
wealth, and provide the nation's safest and most reliable transportation system in a way that strength-
ens the economy and quality of life. MassDOT oversees Massachusetts Highway, Mass Transit, Aer-
onautics and the Registry of Motor Vehicles (RMV) programs, in addition to an Office of Planning 
and Programming.  
 
Massachusetts Emergency Management Agency (MEMA) 
http://www.mass.gov/mema 
ê MEMA is responsible for ensuring the state’s resilience to disasters with an all-hazards approach to 
emergency management. By building and sustaining effective partnerships with the public and private 
sector, and individuals, MEMA assess and mitigates hazards, enhances preparedness, response, and 
capacity to recover. All 351 communities in the Commonwealth have developed their own individual 
Comprehensive Emergency Management Plan, through the leadership of their local Emergency 
Management Director, in conjunction with MEMA.  
 
Massachusetts State Police 
http://www.mass.gov 
ê The oldest statewide law enforcement agency in the nation, the Massachusetts State Police are re-
sponsible for providing policing activities for the public safety inclusive of roadway trafficking, crime 
reduction, and patrol services for critical incidents. Through partnerships with local communities, the 
Massachusetts State Police aim to increase safety through enforcement and education, provide home-
land security, criminal intelligence, and critical incident support, and professional management and 
training related to safeguarding the public interest. 
 
 
40 INDUSTRY	  AND	  PUBLIC	  SECTOR	  	  COOPERATION	  	  FOR	  INFORMATION	  SHARING 
 
M u l t i m o d a l  I n f o r m a t i o n  S h a r i n g  T e a m    B o s t o n  R e p o r t   
U.S. Coast Guard Sector Boston  
http://homeport.uscg.mil/Boston 617-223-3123 
ê The U.S. Coast Guard sector Boston is responsible for all USCG duties within the Boston Harbor 
area. Responsibilities include container, domestic vessel, and facility inspections, waterway manage-
ment, port control, and homeland security investigations. The USCG sector Boston has several 
community education programs for watermen and non-vessel operators. 
 
Volpe Center 
www.volpe.dot.gov     617-494-2224 or   askvolpe@dot.gov 
ê Located in Cambridge, Massachusetts, the Volpe Center is part of the U.S. Department of Transpor-
tation's Research and Innovative Technology Administration. The Volpe Center provides fee-for-
service transportation and logistics expertise to transportation decision-makers in private and public 
organizations, at all levels of government. Through research and development, engineering, policy 




U.S. Coast Guard National Headquarters 
http://www.uscg.mil/ 
ê The U.S. Coast Guard is one of the five armed forces of the United States and the only military or-
ganization within the Department of Homeland Security. The Coast Guard protects the maritime 
economy and the environment, defends our maritime borders, and saves those in peril. 
 
United States Coast Guard Interagency Operations Center (IOC) 
acquisitionweb@uscg.mil 
ê USCG Interagency Operations Centers are designed to unify maritime security operations efforts in 
large ports through collaborative inter-agency planning and multi-resource implementation. The IOC 
aims to provide a forum for maritime security partners to engage in joint, risk-based operational 
planning, and leverage shared intelligence to maximize operational effectiveness. IOC’s manage the 
USCG WatchKeeper system which facilitates information exchange among port stakeholders to en-
hance situational awareness in an effort to minimize economic disruption related to security threats. 
 
U.S. Customs and Border Patrol (CBP) 
www.cbp.gov 
ê The U.S. Customs and Border Patrol’s mission is to keep terrorists and their weapons out of the U.S. 
They are responsible for securing and facilitating trade and travel while enforcing hundreds of U.S. 
regulations, including immigration and drug laws. 
 
U.S. Department of Homeland Security (DHS) 
www.dhs.gov 
ê The Department of Homeland Security is responsible for counterterrorism, border security, threat 
preparedness response and recovery, immigration, and cyber security measures. DHS employs over 
230,000 in positions of aviation and border security, emergency response programs, cyber security 
analysis and chemical facility inspections. They are also the sponsors of the national “If you see 
something, say something,” campaign. 
 
U.S. Department of Transportation (DOT) 
 www.dot.gov  
ê The U.S. Department of Transportation is responsible for providing safe, efficient, and convenient 
transportation systems throughout the country. DHS includes the Office of the Secretary of Trans-
portation, Federal Aviation Administration, Federal Highway Administration, Federal Motor Carrier 
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Safety Administration, Federal Transit Administration, Maritime Administration, Pipeline and Haz-
ardous Materials Safety Administration, Research and Innovative Technology Administration, and 
Surface Transportation Board. 
 
Department of Transportation Maritime Administration (DOT – MARAD) 
http://www.marad.dot.gov 1-800-99-MARAD or pao.marad@dot.gov 
ê MARAD is the agency within the U.S. Department of Transportation dealing with waterborne trans-
portation, recently realigned many of its functions, to revitalize its role as an industry facilitator, and 
to bring greater focus to the areas of environment and safety. Its programs promote the use of wa-
terborne transportation and its seamless integration with other segments of the transportation sys-
tem, and the viability of the U.S. merchant marine. MARAD works in many areas involving ships and 
shipping, shipbuilding, port operations, vessel operations, national security, environment, and safety. 
MARAD is also charged with maintaining the health of the merchant marine, and maintains a fleet of 
cargo ships in reserve to provide surge sealift during war and national emergencies.  
 
Federal Aviation Administration (FAA) 
www.faa.gov 
ê The Federal Aviation Administration (FAA) is responsible for providing safe, efficient and environ-
mentally responsible aerospace systems for the American public. The FAA is part of the U.S. De-
partment of Transportation. 
 
Federal Bureau of Investigation (FBI) 
www.fbi.gov 
ê The Federal Bureau of Investigation is an intelligence-driven , threat-focused national security and 
law enforcement organization. The FBI aims to protect and defend the United States against terrorist 
and foreign intelligence threats, uphold and enforce the criminal laws of the United States, and pro-
vide leadership and criminal justice services to federal, state, municipal, and international agencies 
and partners. 
 
Federal Bureau of Investigation Joint Terrorism Task Force (JTTF) Boston 
http://www.fbi.gov/boston 617-742-5533 or Boston@ic.fbi.gov 
ê The Federal Bureau of Investigation, Joint Terrorism task Force Boston, identifies, mitigates, and re-
sponds to security and terrorist threats through intelligence coordination with local, state, and federal 
agencies. The Boston JTTF jurisdiction includes operation in four states: Massachusetts, Maine, New 
Hampshire and Rhode Island.  
 
Federal Emergency Management Agency (FEMA) 
www.fema.gov 
ê FEMA’s mission is to support citizens and first responders in preparation for, protection against, and 
response and recovery of all hazards. FEMA is part of the Department of Homeland Security and 
has roughly 7,500 employees. 
 
Information Sharing Environment (ISE) 
http://www.ise.gov 
ê The primary focus of the ISE is any mission process, anywhere, which has a material impact on de-
tecting, preventing, disrupting, responding to, or mitigating terrorist activity. End-to-end mission 
processes are operated by ISE mission partners and directly support frontline law enforcement, pub-
lic safety, homeland security, intelligence, defense, and diplomatic personnel. They encompass a 
broad range of activities and include processes that support alerts and notifications; suspicious activi-
ty report gathering, vetting, and sharing; terrorist watch list maintenance and use; and other activities 
and processes with direct mission impact. 
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U.S. Immigration and Customs Enforcement (ICE) 
www.ice.gov 
ê The U.S. Immigration and Customs Enforcement is the investigative arm of the U.S. Department of 
Homeland Security. ICE was created in 2003, merging the investigative and interior enforcement el-
ements of the U.S. Customs Service and the Immigration and Naturalization Service 
 
National Maritime Intelligence Center (NMIC) 
http://www.nmic.gov/ 301-669-3400 
ê In January 2009, the Director of National Intelligence (DNI) established the National Maritime Intel-
ligence Center (NMIC) to integrate and optimize the Global Maritime Community of Interest's 
(GMCOI) efforts to achieve and maintain holistic Maritime Domain Awareness. The GMCOI in-
cludes federal, state, local, tribal, and territorial partners; as well as international partners, maritime 
industry, and academia. The NMIC works to close analytic and collection gaps, deliver interagency 
collaboration and information sharing solutions, advise interagency policy development, and research 
and evaluate emerging technologies. The NMIC neither collects nor produces intelligence. It breaks 
down barriers and creates enabling structures and cultures so the GMCOI can perform these func-
tions optimally.  
 
National Maritime Domain Awareness Coordination Office (NMCO) 
http://www.gmsa.gov/ 202-372-3068 
ê The mission of the NMCO is to facilitate the creation of a collaborative global, maritime, infor-
mation sharing environment through unity of effort across entities with maritime interests. In order 
to achieve Global Maritime Situational Awareness, NMCO works with global partners to increase the 
discoverability and share-ability of information relevant to those engaged in managing the security, 
safety, environment and commerce associated with the maritime domain.  
 
Transportation Security Administration (TSA) 
www.tsa.gov 
ê Created in 2002, the Transportation Security Administration is responsible for law enforcement, se-
curity, and screening programs for the nation’s airports. TSA also manages security grants for freight 
rail, intercity bus, transit and trucking security. Their goal is to secure freedom of movement for pas-
sengers and commerce. 
 
Transportation Security Administration Freedom Center 
www.tsa.gov  1-866-289-9673 or TSA-ContactCenter@dhs.gov 
ê Formerly the Transportation Security Operations Center (TSOC), the Transportation Security Ad-
ministration Freedom Center in Herndon VA, coordinates real-time intelligence sharing in response 
to security incidents and operations related of transportation networks. The Freedom Center acts as 
an operational intelligence hub to mitigate security threats in conjunction with the Federal Air Mar-
shal Service, Federal Aviation Administration, Department of Defense, and other federal agencies 
tasked with homeland security responsibilities. 
 
Urban Area Security Initiative (UASI) 
www.fema.gov     1-800-621-3362  
ê Managed by the Federal Emergency Management Agency, the Urban Area Security Initiative (UASI) 
Nonprofit Security Grant Program (NSGP) is designed to provide enhanced resources and capabili-
ties to non-profit organizations facing high risk of terrorist threats in urban areas. The program also 
aims to foster collaboration and integration of emergency preparedness activities among private and 
government organizations.  
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PRIVATE SECTOR RESOURCES  
 
Aircraft Owners and Pilots Association 
www.aopa.org 
ê The Aircraft Owners and Pilots Association is a non-profit organization committed to general avia-
tion causes. Their activities include advocating for aviation causes, educating pilots, non-pilots, and 
policy makers, and further advancing general aviation opportunities for all interested parties. 
 
Boston Harbor Pilot Association, LLC 
www.bostonpilots.com    617-569-4500  
ê The Boston Harbor Pilot Association is composed of Massachusetts’s state-commissioned pilots who 
operate vessels entering and departing the Port of Boston. They are the only state and federal pilot-
age service that operates 24/7, and their goal is to maintain environmental stewardship of the Boston 





ê Massport is the owner-operator of Logan International Airport, and several transportation terminal 
properties across Boston. Massport services corporate and private fliers, domestic and international 
shipping terminals and facilities, and commercial maritime ports. On site at Logan International Air-
port, Massport officials conduct daily security briefings with public and private airport stakeholders 
to assess operational conditions. 
 
Northeast Disaster Recovery Information X-Change (NEDRIX) 
http://www.nedrix.com/     401-954-7547 
ê NEDRIX is a non-profit organization designed to foster public and private partnerships for critical 
infrastructure and all-hazards disaster planning and recovery. NEDRIX provides a communication 
platform for public and private entities to interact to further develop capabilities related to emergency 
and crisis management, business continuity, and disaster recovery. Through sharing resources and 
best practices at meetings and conferences, NEDRIX aims to strengthen community resilience and 
foster bi-directional communication between private and government entities. NEDRIX currently 
operates in Maine, New Hampshire, Massachusetts, Vermont, Rhode Island, New York, New Jersey, 
and Connecticut.  
 
 
Passenger Vessels Association (PVA) 
www.passengervessel.com       pvainfo@passengervessel.com 
ê The Passenger Vessels Association is a non-profit group focusing on issues and concerns of rele-
vance to passenger vessel owners and operators, maritime industry manufacturers, and other mari-
time stakeholders. Through local chapters, conferences, and meetings, the Association provides a fo-
rum for members to address issues such as government regulations, vessel safety, risk management, 
and business operations.  
 
 
Public Transportation Information Sharing and Analysis Center 
http://www.apta.com/resources/safetyandsecurity/Pages/ISAC.aspx 
ê Part of the American Public Transportation Association, the Public Transportation Information 
Sharing and Analysis Center (PT-ISAC) provides a 24/7 Security Operating Capability that informs 
the transportation community of sector-specific information and intelligence for incidents, threats 
and vulnerabilities. The PT-ISAC distributes a Transit And Rail Intelligence Awareness Daily (TRI-
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AD) report addressing topics related to counter-terrorism, suspicious activity, and general security 
awareness. Vetted stakeholders receiving the TRIAD report also have access to the Surface Trans-
formation Security Information Library which provides a repository of security products for intelli-
gence use.  
 
INFORMATION SHARING TOOLS 
 
All Partners Access Network (APAN)  
http://community.apan.org/ 
ê All Partners Access Network (APAN) is a "community of communities" web site that combines the 
benefits of unstructured collaboration (wikis, blogs, forums) and structured collaboration (file shar-
ing, calendar) with the personalization of social networking to facilitate unclassified information shar-
ing with multinational partners, non-governmental organizations, and among various US Federal and 
State agencies. Currently, APAN hosts five Maritime Domain Awareness communities.  
 
Area Maritime Security Committee (AMSC) (Bi annually) 
ê The Area Maritime Security Committee aids in the development, review, and updating of the Area 
Maritime Security Plan for the Captain of the Port, Boston. Sponsored by the United States Coast 
Guard, the AMSC convenes bi-annually to assess critical port infrastructure and operations, identity 
potential risks and threats to the area, and facilitates the development of mitigation strategies to ad-
dress security issues in the Boston Port area of responsibility.  
 
Homeport 
http://homeport.uscg.mil  USCG Sector Boston 617-223-3323 
ê Homeport is the United States Coast Guard’s enterprise Internet portal for the Maritime Communi-
ty. Homeport’s secure, role-based environment brings together US Coast Guard personnel, members 
of the Maritime Community, and other designated individuals allowing them to share information 
quickly. In addition, Maritime Community members can receive pertinent information from the 
Coast Guard, submit and edit security plans or vessel response plans, and collaborate in user specific 
communities.  
 
International Lodging Safety and Security Association (ILSSA Boston IntelNet) 
http://ilssa.org/boston/Info_page.htm 
ê The International Lodging and Safety and Security Association is a non-profit group that connects 
Boston area hotel and lodging owners with government law enforcement agencies. ILSSA is respon-
sible for the IntelNET program which alters association members and law enforcement of known se-
curity issues and criminal activity through email notification. ILSSA Boston convenes monthly, and 
also hosts conferences and training seminars on industry-specific security topics.  
 
Maritime Domain Awareness Information Portal 
www.mda.gov 
ê A single access point to U.S. government maritime-related information for members of the Global 
Maritime Community of Interest. Established by aligned federal partners (DOT-MARAD, NMIC, 
GSA, ONI) to facilitate an integrated interagency effort to produce and disseminate Maritime Do-
main Awareness across the whole of government and to ensure productive exchange with our state, 
local, tribal, business and industry, and international partners. NMIC worked closely with GSA and 
DOT Maritime Administration personnel to ensure the domain’s completion and is currently work-
ing with ONI to formally establish the site. 
 
Marview 
www.marview.gov 1-866-466-5221 or 202-385-HELP or ServiceDesk@dot.gov 
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ê The U.S. Department of Transportation Maritime Administration is the proud owner of Marview, an 
integrated data-driven environment providing essential information to support the strategic require-
ment of the U.S. Marine Transportation System (MTS) and its contribution to the economic viability 
of the Nation. Marview provides the ability to fuse data together to create models and simulations for 
capacity planning, economic impact analysis, on-demand forecasting, plans for mitigating and react-
ing to emergency situations. Information available to registered stakeholders on a tiered security level 
system.  
 
Multi Agency Strikeforce Operation (MASFO) 
ê A U.S. Coast Guard led initiative, Multi Agency Strikeforce Operations engage local federal agencies 
in tactical scenario situations related to maritime security operations.  
 
NorthEast Disaster Recovery Information X-Change (NEDRIX) 
http://www.nedrix.com/     401-954-7547 
ê NEDRIX is a non-profit organization designed to foster public and private partnerships for critical 
infrastructure and all-hazards disaster planning and recovery. NEDRIX provides a communication 
platform for public and private entities to interact to further develop capabilities related to emergency 
and crisis management, business continuity, and disaster recovery. Through sharing resources and 
best practices at meetings and conferences, NEDRIX aims to strengthen community resilience and 
foster bi-directional communication between private and government entities. NEDRIX currently 
operates in Maine, New Hampshire, Massachusetts, Vermont, Rhode Island, New York, New Jersey, 
and Connecticut.  
 
Regional Information Sharing Systems (RISS) 
http://www.riss.net/ 
ê Regional Information Sharing Systems (RISS) is a federally funded program to support regional law 
enforcement efforts in combating crimes of all types. The mission of RISS is to support law en-
forcement efforts nationwide to combat illegal drug trafficking, identity theft, human trafficking, vio-
lent crime, terrorist activity, and to promote officer safety. Today, RISS is a national network com-
prised of six multi-state centers designed to operate on a regional basis. 
 
 
ALERT & NOTIFICATION SERVICES 
There are several services available in this region for hazard and alert notifications. This list is not intended to 




Delivers emergency weather, health, missing persons, road closure, building evacuation alerts and updates to 
citizens and partners 
First Observer Program 
https://www.first observer.com 
Administers anti-terrorism and security awareness programs for highway professionals in support of the na-
tional safety and security 
Web EOC 
https://eoc.cityofboston.gov 
Web-enabled crisis information management system that provides real-time disaster and emergency infor-
mation sharing. 
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National Terrorism Advisory System 
http://www.dhs.gov/alerts   
Communicates terrorist threat information to the public, government agencies, first responders, airports and 
other transportation hubs, and the private sector 
 
Homeland and Health Alerting Network (HHAN) 
http://mass.gov/hhan  
Secure web-based communication and other information sharing capabilities to responders throughout the 
Commonwealth of Massachusetts 
Massachusetts Emergency Alert System 
www.mass.gov     
Local radio broadcast of all-hazards emergency information impacting the state of Massachusetts 
FBI Tips  
https://tips.fbi.gov/ 
Open-use online forum to report suspected terrorism or criminal activity.  
 
DHS “If you see something, say something” 
www.dhs.gov   
Raises public awareness of indicators of terrorism and violent crime, and the importance of reporting suspi-
cious activity to law enforcement authorities 
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